TRUONG PAI HOC NAM CAN THO
KHOA Ki THUAT CONG NGHE

O LXTC

HOQ TEN TAC GIA

Lé Hoang Phong

DE TAI:

NGHIEN CUU VA TRIEN KHAI HE THONG
FIREWALL ASA

BAO CAO THUC TAP THUC TE

Nganh: Cong nghé thong tin
Ma nganh: 7480201

5/2021

s

—

=

<




TRUONG PAI HOC NAM CAN THO
KHOA Ki THUAT CONG NGHE

O LXTC

NAM CAN THO UNIVERSITY

HOQ TEN TAC GIA
Lé Hoang Phong
MSSV: 177562

PE TAL:
NGHIEN CUU VA TRIEN KHAI HE THONG
FIREWALL ASA
GIANG VIEN HUONG DAN

ThS. Bui Thi Diém Trinh

S 5/2021 z
H k—a




CHAP THUAN CUA HOQI PONG

Bao cdo thuc tap thuc té « Nghién ctru va trién khai hé théng Firewall ASA”,

do sinh vién Lé Hoang Phong thyc hién dudi sy huéng dan cua ThS. Bui Thi Diém

Trinh. D6 4n d3 bao cao va dugc Hoi ddng cham khoa luan thong qua ngay thing

nam 2021.
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LOI CAM ON

Dé béo céo thuc tap thuc té nay dat két qua tbt dep, em da nhan duoc su ho tro,
gitip d& cua cac thiy c6 va ban bé. Vi tinh cam siu sac, chan thanh, cho phép em
duogc bay to 10ng biét on sau sac dén tat ca cac thiy c6 va ban be da tao diéu kién gitip
d trong qua trinh hoc tdp va nghién ciru dé tai.

Trude hét em xin giri t6i cac thay c¢o khoa Cong nghé thong tin truong Dai hoc
Nam Can Tho 16i chao tran trong, 101 chic stc khde va 161 cam on sau sdc. Voi su
quan tam, day dd, chi bao tan tinh chu do cua théy co, dén nay em da cé thé hoan
thanh bao cao thuc tap thuc té v4i dé tai: “Nghién ctru va trién khai Firewall ASA”.

Dic biét em xin giri 101 cam on chan thanh nhat dén ThS. Bui Thi Diém Trinh
d3 quan tAm giup d&, hudng dan tan tinh em hoan thanh t6t bao cdo thuc tap thuc té
nay trong thoi gian vira qua.

Em Xin bay to 1ong biét on dén lanh dao Trudng Pai hoc Nam Can Tho, cac
thay co khoa cong nghé thong tin da truc tiép va gian tiép gitp do em trong sudt qua
trinh hoc tap va nghién ctu dé tai.

Véi diéu kién thoi gian ciing nhu kinh nghiém con han ché, bao cao nay khong
thé tranh duoc nhiing thiéu s6t. Em rat mong nhan duoc sy chi bao, dong gop y kién
clia cac thay co dé em c6 diéu kién bo sung, nang cao y thirc ctia minh, phuc vy tot
hon cong tac thuc té sau nay.

Em xin chan thanh cam on.

Can Tho, ngay 25 thang 5 nam 2021

Sinh vién thuyc hién

(Ky va ghi ro ho tén)
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Em xin cam doan bao c4o nay dugc hoan thanh dya trén két qua nghién ctru cua
em, céac so li¢u két qua néu trong bao cdo la trung thuc va chua tung dugc ai cong bo.

Can Tho, ngay 30 thang 11 nam 2020

Sinh vién thuc hién

(Ky va ghi ro ho tén)
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THONG TIN KET QUA NGHIEN CUU
1. Thong tin chung
Tén dé tai: Nghién ctru va trién khai hé théng firewall ASA
Sinh vién thyc hién: Lé Hoang Phong
L6p: DH17TINO2
2. Muc tiéu

Hé théng may tinh khi két néi Internet ludn tiém an nhitng nguy co bi tan cong
tor bén ngoai. Vi vay, viéc xay dung mot hé théng bao méat 12 mot viéc that sy can
thiét. Firewall 1a mot phuong phap bao mat c6 kha ning phong vé trude nhiéu kiéu
tan cong va xur 1y cac 16 hong bao mat va téi vu hoa hiéu qua ciia cac phuong phap
bao mat truyén thong.

B4o c4o duoc xay dung v6i muc dich tim hiéu, nghién ctru va trién khai firewall
ASA. Véi co sd Iy thuyét duge tong hop tir cac tai liéu khoa hoc chuyén nganh ciing
nhu tu tim hiéu thém, bao cdo da dua ra duoc phuong phap thiét ké hé thong bao mat
firewall ASA va md phong cai dat firewall ASA cho hé théng may tinh.

3. Noi dung chinh
D6 4n gdm 3 chuong:

Chuong 1: Téng quan vé tudng lira

Chuong 2: Hé thong firewall ASA

Chuong 3: Thiét ké xay duyng mo phong hé thong firewall ASA
4. Két qua chinh dat dwoc

e Ly thuyét v& cac van dé an ninh mang, cic phuong thirc tin cong, birc
tuong Itra; gidi thi¢u vé firewall ASA, co ché hoat dong va chirc nang
cua firewall ASA

e Thiét ké va xay dung phuong an bao mat hé théng bang firewall ASA

e Minh hoa phuong thuc gia 1ap firewall ASA va cac budc trién khai cau
hinh ASA.



GIOI THIEU CONG TY THUC TAP
Gidi thidu vé cong ty
GARAGE O TO THANH BINH
Chuyeén:
o Stra chita, thay thé, dai tu va cho thué cac loai xe 6 t0, xe tai vira
va nho.
o Mua ban céc loai phu tiung 6 t6, xe tai va cac loai xe chuyén
dung trong xay dung.
. Thong tin vé cong ty
Tén cong ty viét bang Tiéng Viét: GARAGE O TO THANH BINH
Tén cong ty viét bang Tiéng Anh: GARA OTO THANH BINH
Gidy phép kinh doanh s6: 1501102572
. Tru s& chinh

Truc thudc dia ,chii s6 19, khu vuc Binh Hoa, phuong Phudce Thai, quan 0
Mon, thanh phd Can Tho.

. Nguoi dai dién phép luat

Thong tin nguoi dai dién phap luat:
e Ho va tén (ghi bang chit in hoa): VO THANH TAN
e Chtrc danh quan ly: Chu xudng.

. Thong tin lién hé

Dia chi: s6 19, khu vuc Binh Hoa, phuong Phuée Théi, quan O Mon, thanh
pho Can Tho.

Dién thoai: 0907.527.814



MO PAU
1. Tong quan tinh hinh nghién ciru thudc linh vye cia dé tai

Trong thoi dai cong nghé ngay nay, internet 1a mot phan khong thé thiéu trong
doi séng. Tir dau nhitng nam 2000 cho dén nay, internet khong ngirng phat trién va
da giup cai thién rat nhiéu van dé va tao su anh huong 1én nhiéu nhom nganh. Chinh
vi su thay d6i d6 ma cac phuong thirc tan cong xam hai dir liéu ciing dugc chuyén tir
thu cong sang moi trudng mang. Cac phuong thire tAn coéng trén internet tinh vi hon
rat nhiéu so v6i cac phuong phap truyén thong nén vi vay, viéc dam bao an toan cho
hé thdng dit liéu cta cac ca nhan, cong ty 1a rat quan trong va cap thiét.

Firewall 12 16p phong vé dau tién truéc nhitng ké xam nhap, tin cong trai phép
vao hé théng may tinh. Noi day kiém soat traffic vao va ra khoi hé thong. Chi nhiin
traffic phtt hop voi nhitng gi d3 quy dinh trong tuong lira méi duge quyén truy cap.

Firewall ASA 13 mot giai phap bao mat hé thdng bang cach két hop phan cimg
va firewall. Pay 1a mot san pham dugc ra doi tir nam 2005 va khong nging phat trién,
pho bién rong rai dén ngay nay, mot giai phap bao mat hiéu qua cho cac doanh nghiép
tir nho dén quy mo 1én.

2. Tinh cip thiét, y nghia khoa hoc va thuc tién ciia dé tai

Internet ngay nay da hién dién trong moi mit ciia doi sdng. Su bung nd cia
Internet da gitip cho moi qudc gia, ving lanh tho trén thé gidi c6 thé két ndi véi nhau
nhanh chéng, khai thac, trao d6i thong tin va cting nhau phat trién.

Véi viée Internet pho bién dén nhu vay nén luong thong tin trao ddi trén moi
truong mang ciing rat nhiéu. Lugng nguoi tham gia vao qua trinh nay ciing khong thé
théng ké duoc, c6 du loai thanh phén khéc nhau ton tai trén Internet nén viéc bao vé
minh trude nhitng thanh phan xau 13 mot viée can thiét. Firewall ASA giup nguoi
tham gia vao mang Internet ¢6 thé an tim phan nao vé van dé bao mat.

Chinh vi théng tin ¢6 tim quan trong 1én nhu vdy nén viéc bao vé, lam trong
sach ngudn tai nguyén thong tin trén mang di, dang va sé ludn 1 van dé rat can thiét
khong chi d6i v6i nhitng chuyén gia an ninh mang ma con voi tit ca nhitng ngudi
tham gia vao mang may tinh va Internet. Vi vay viéc str dung tuong Itra cho cac mang
may tinh 12 mot van dé can thiét.

Dé tai s& nghién ciru tong quan vé tudng lira va cic cach hoat dong, phuong
thirc tan cong trén moi trudng Internet; gidi thiu chic ning, tic dung, cach ciu hinh
firewall ASA va mot sb giai phap khac nham ti uu bao mat trén hé théng may tinh.



Dé tai trién khai firewall ASA phu hop véi thyc tién, nén duge ing dung rong
rdi va rat phu hop véi cac doanh nghiép vira va nh.

D& tai trién khai firewall ASA rit c6 hiéu qua va thuc tién trong thoi dai cong
nghé hién nay. Firewall da va dang duoc 4p dung rat rong rii tir cac doanh nghiép
vira dén quy mo 16n nén day 1a mot giai phap da dugc kiém chimg va phu hop dé ap
dung vao viéc nang cip bao mat cua cac hé thdng ca nhén, t6 chuc, cong ty.



