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ABSTRACT

Nowadays, there is an explosion of information and
communication with the indispensable role of the Internet in modern
life. Computer attacks are becoming more and more sophisticated
and increasing in scale and quantity. The effectiveness of current
traditional IDS intrusion protection systems has many limitations.
With the aim of providing a network security solution with a new
trend, this paper introduced a network intrusion detection system
applying a deep learning method based on Artificial Neural Network
(ANN) and Multi-layers Perceptron (MLP). Model evaluation
methods showed that the proposed solution worked effectively.
TOM TAT

Trong thoi dai biing né théng tin va truyén thong hién nay, mang
Internet déng vai tro khong thé thiéu trong cudc song hién dai, vin
dé an toan thong tin khi sur dung méi truong mang can digc dic biét
quan tam voi tinh hmh cac cuoc tan cong mang ngay cang tro nén
tinh vi va tang dan vé quy mé, sé lirong. Hleu qua ciia cac hé thong
bdo vé tan cong xam nhdp mang IDS truyen thong hién tai da co
nhiéu han ché. Véi muc dich cung cap mot gidi phdp an ninh mang
Vi xu hudng méi, bai viét nay gioi thiéu mot hé thong phat hién
xam nhdp mang ap dung phuong phap hoc sdu dua trén mang
no-ron nhdn tgo (Artificial Neural Network — ANN) va da lop
(Multi-layers Perceptron- MLP). Cac phuwong phap danh gia mo
hinh cho thdy rang gidi phap duoc dé xudt hoat dong hiéu qua.

1. GIOI THIEU

Su phd bién ngady cang ting theo cip sb
nhin ciia may tinh va mang Internet di khién
chung tré thanh muc ti€u thudng xuyén cua cac
cudc tin cong va xam nhap mang (Vinayakumar

etal., 2019) [1]. Thiét hai vé kinh té do cac cudc
tan cong mang gay ra la rat 1on. Céc giai phap
phat hién xdm nhdp & mic mang (network-
based intrusion detection system - NIDS) truyén
théng nhu Snort va Suricata, bang cach phan
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tich cac dic diém cua dir liéu mang (traffic
signature) da to ra kha hi¢u qua trong viéc phat
hién cac hinh thirc tn cong va xAm nhap di biét
(Albin et al., 2012) [2]. Tuy nhién, chiing lai té
ra kém hiéu qua trong nhan biét cac hinh thirc
tAn cdng mdi hoac duoc diéu chinh tr cac hinh
thirc cli (Mishra et al., 2019) [3]. Thoi gian qua
da c6 mot $b nghién ctu (Mafra et al., 2010;
Vinayakumar et al., 2019) [4],[1] ap dung céc
k¥ thuat mdy hoc (Machine learning) véi muc
dich nang cao hiéu qué va khic phuc cac nhuoc
diém cua cac giai phap IDS truyén thong. Tuy
nhién k¥ thuadt may hoc &p dung cac thuat toan
khé phtc tap nhu Ciy quyét dinh (Decision
tree), Gaussian naive bayes va Ring ngau nhién
(Random forest) dé xac dinh thong tin cu thé cac
loai hanh vi tin cong mang. Nham giai quyet
han ché cua nhung giai phap trén, bai viét nay
thiét ké mot hé thong phat hién xam nhap mang
su dung k¥ thuat hoc sau (Deep learning) 1a mot
bude dot pha cua may hoc, c6 nhidu cai tién
manh me trong linh vuc tri tué nhan tao (Al). Khi
{mg dung k¥ thuat hoc siu, cac hé thong IDS ¢6
thé "hoc" cac mbi lién hé an tir cac dit liéu mang
cua nhitng hanh vi tAn cng va xAm nhép da biét
trude ddy. Tir d6 c6 thé phat hién cac cude tan
c6ng mang trong tuong lai hodc cac cudc tin cong
mang khong luong trude (unknown attacks) mot
cach linh hoat va hiéu qua.
1.1 COSOLY THUYET
1.1.1 Khdi niém tan céng, xam nhdp mang

Tén cdng mang, xadm nhap mang la cac tac
dong hodc 14 trinh tyr lién két giira cac tac dong
v6i nhau dé hién thyc hoa cac nguy co gy hai
bang cach loi dung 16 hong ciia cac hé thong
thong tin. Theo mot cach khac xam nhap mang
c¢6 thé duoc dinh nghia 13 hanh dong cb ging
pha huy su toan ven, bi mat cia mét tai nguyén
hoac di nguoc lai muc ti€u bado mat cua mat tai
nguyén nao do.
1.1.2 Céc kiéu tan céng xam nhdp mang phé
bién hién nay

Spyware, Keylogger, Backdoor: Hay con
goi 14 tAn cong thanh lap “cira sau”, 1a cach tin
cong cai dat cac tng dung cho phép truy cap tu

xa vao may tinh nan nhan. Trong loai vi pham
nay, hacker st dung céc loai phin mém gian
diép duoc thiét ké, lap trinh tinh vi, hoat dong &
ché d6 an co cac chire nang nhu: diéu khién tir
xa, ghi thong tin gd ban phim, duyét va liy cap
dir 1i€u, chup anh man hinh, m¢ micro ghi tin
hiéu thoai,... ma hoa dir liéu va guri vao email
dugc luu tren mot may chu trung gian dé gidu
ngudn goc cua hacker.

Tan cong tir chéi dich vu DoS- Botnet: Mot
cudc tan cong tir chdi dich vu (DoS) ngin can
nguoi dung hgp phap truy cép vao cac dich vu
hodc thong tin. N6 thanh cong khi mot ké tin
cong lam qué tai mot mdy chii v6i yéu cau nhiéu
hon cac may chu co thé xir Iy. DoS 1a chi mot
ké nao d6 tan cong kiém soat may tinh va sir
dung ching dé 1am tran mot email dic biét véi
c4c tin nhan hodc mot trang web c6 khéi dit liéu
khdng 156. Céc tan cong DoS bao gdm TCP-SYN
Flood, ICMP/UDP Flood, Smurf, Ping of
Death, Teardrop, Mailbomb, Apache2,...

Tén cong tham do (Reconnassance): La hinh
thirc tin cong nham thu thip cac thong tin vé hé
thong muyc tiéu, tir d6 phat hién ra cac diém yéu.
T4n cong do tham thudng dé lam ban dap cho
cudc tan cong truy cap hodc tin cong tir chdi dich
vu vé sau. Dé tin cong tham do, hacker thuong
ding cac cong cu truy van thong tin Internet,
Ping sweep, Port Scan, Packet sniffer,...

Tédn cong khai thdc méi quan hé tin cdy: Khi
hé thong A va hé thong B c6 mdi quan hé tin
cdy nhau, cac diém yéu ctia hé thong B ¢6 thé bi
hacker lgi dung dé tn cong vao hé thong A, vi
céc truy cap tir hé thong B vao hé théng A duge
xem la hop 1€. Dé ngan chan tin cong loi dung
mdi quan hé tin cdy, nguoi quan tri hé thong
phai han ché cac mbi quan hé tin cay tir hé thong
mang bén trong voi hé thdng mang bén ngoai.
1.1.3 Hé théng phat hién xam nhdp mang IDS

Hé théng phat hién xam nhdp mang
(Intrusion Detection System - IDS) 12 mot hé
théng giam sat luu lugng mang nham phat hién
cac hién tuong bat thuong va cac hoat dong xAm
nhap trai phép vao hé théng may tinh. Céc tinh
ning quan trong nhit ciia mot hé théng IDS
dugc mo ta trong Hinh 1.
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Giam sat lvu lwong mang va cac
hoat dong kha nghi.

Canh bao vé tinh trang mang cho hé
théng va nha quan tri.

Panh gia su toan ven cac hé thong
va cac file dit liéu quan trong.

Nhan ré mau hanh dong phan anh
cac cudc tan cong di biét.

Phan tich thdng ké cac mau hanh
dong bat thuong.

Hinh 1. Céc tinh niing ctia mjt h¢ thong IDS

Trong thuc té, cac IDS thuong dugc két hop
v6i cac cong cu giam sat, tuong lira, chuong trinh
phat hién ma doc,... dé tao thanh mot hé théng
bao mat hoan chinh cho cac hé théng cong nghé
thong tin. Cac hé théng IDS c6 thé trién khai theo
hai mé hinh chinh bao gdm: Network-based
(NIDS) dugc cai dat trén mot thiét bi mang va sé
giam sat toan by mot nhanh mang va Host-based
(HIDS) dwoc cai dit truc tiép trén mot may chi
trong ving DMZ. Céac giai phap IDS truyén
théng nhu Snort va Suricata hoat dong dua trén
cac ddu hiéu dic biét vé cac nguy co da biét
(Signature-based IDS), hodc dua trén so sanh
luu thong mang hién tai véi baseline (thong $6
do dat chudn cua hé théng co thé chép nhan
duoc ngay tai thoi diém hién tai) dé tim ra cac
dau hiéu khic thuong (Anomaly-based IDS)
nham phat hién cac hoat dong xam nhap trai
phép vao hé théng (Hall et al., 2005) [5]. Mic
du kha hi€u qua trong viéc phat hién cac hinh
tn cong da biét va da dugc trién khai trong thyc
tién; tuy nhién, nhitng h¢ thong d& cap lai t6 ra
kém chinh xé&c va c6 ty 1€ bdo dong gia (false
positive) cao trong viéc phat hién cac hinh thic
tAn cong méi hodc dugce tiy bién tir cac hinh thirc
cli (Mishra et al., 2019) [3].

D3 c6 mot sé nghién ctru 4p dung céc tiép
can may hoc nhim nang cao do chinh xac va
khic phuc cac nhugc diém cua cic giai phap
IDS truyén théng. Vinayakumar et al. (2019) [1]
da ap dung cac thuat toan may hoc va DNN dé
phat hién cac cudc tdn cong xadm nhap mang
khong Iuong trude. Nghién ciru cia Mafra et al.
(2010) [4] trinh bay m6 hinh may hoc vector hd
trg SVM phat hi€n cac hanh vi bat thuong, duoc
ap dung trong mot hé théng phat hién xam nhap
c6 tén goi 1a Octopus-1IDS. Két qua thuc
nghiém ctia nghién ctru cho thay hé thong c6 ti
1¢ phat hién cao va giam ty 1€ false positive.
Nhin chung, cac nghién ctru (Mafra et al., 2010;
Mishra et al., 2019; Vinayakumar et al., 2019)
[4],[3],[1] d& nhan dinh viéc ap dung cac k¥
thuat may hoc c6 thé nang cao hiéu qua cua cac
hé thong phat hién xdm nhap mang.

1.1.4 Mang no-ron nhdn tao (Artificial Neural
Network - ANN)

Mang no-ron nhéan tao md phong mot tap
hop céc té bao than kinh két ndi v6i nhau, dau
ra clia no-ron nay cé thé la dau vao ciia no-ron
khac. Hinh 2 m6 t4 mang no-ron nhan tao dugc
tao tir cac node xép chong cac 16p 1én nhau giita
vector ddc trung va vector dich. Mang no-ron
nhan tao don gian nhét tao tir mot node duoc goi
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la “perceptron”. Giong nhu céc té bao than kinh
sinh hoc c6 cac nhanh va sgi truc, mang no-ron

Weights
/ Q16— wW

Inputs < XOG— W

\Xn Q_’ Wn

nhan tao don la mét cau tric cdy don gian co
cac node dau ra két nodi vé1 moi node dau vao.

Bias
b
Activation
Function
Output
J v

Hinh 2. Ciu triic mang no-ron nhan tao

Trong do:

X1, X2,... Xn: Cac tin hiéu vao cia no-ron,
duoc biéu dién dudi dang vector N chiéu.

W1, Wa,... Wn: Céc trong sb tuong Gmg voi
c4c tin hiéu vao. Day 1a thanh phan quan trong
cua m{t mang no-ron, nd thé hién muc d6 quan
trong (46 manh) cua dir liéu dau vao d6i voi qua
trinh xtr ly thong tin. Qua trinh hoc cua mang
no-ron thye chat 1a qua trinh diéu chinh trong s6
(weight) ciia cac dir lidu dau vao dé co dugc két
qua mong muén

Ham tong (Summatzon Function): Tinh
tong trong so cua tat cd cac input dugc dua vao
moi no-ron. Ham tong ciia mQt no-ron d6i voin
input dugc tinh theo cong thirc sau:

Yy =2 xiw; (2.1) .

b: B¢ I¢ch (bias). Tat ca cac no-ron déu cho
san mot d6 1éch (b). Do 1éch 1a mot tham s didu
chinh v6 huéng cta no-ron, n6é khong phai la
mot dau vao, song héng $6 phai dugc xem nhu
dau vao va n6 can dugc coi nhu vay khi xem xét
d6 phu thudc tuyén tinh cta cac vector dau vao.

y: Pau ra cia no-ron.

f: Ham kich hoat (activation function). Puoc
ding dé giéi han pham vi d4u ra ciia mdi no-ron.
Mot s6 ham kich hoat thudong dugc str dung la:

Ham sigmoid (Sigmoid function): Ham nay
dac biét thuan loi khi sit dung cho cac mang
duoc huén luyén boi thuat toan lan truyén

nguoc (back-propagation) boi vi n6 dé ldy dao
ham, do d6 co thé giam dang ké tinh toan trong
qué trinh hudn luyén. Ham nay duoc tmg dung
cho cac chuong trinh Ung dung ma cac dau ra
mong mudn roi vao khoang [0,1].

Ham tanh (x): La mot phién ban thay ddi
kich thudc ciia ham sigmoid, va pham vi dau ra
cuand la[-1, 1] thay vi [0, 1].

Ham ReLU (Rectified Linear Unit): Puoc
st dung rong ri gan day vi tinh don gian cia
n6. Uu diém chinh ctua ham nay 1a giup cho viéc
hudn luyén cic mang sdu (Deep Networks)
nhanh hon rat nhiéu. Sy ting té¢ nay dugc cho
1a vi ReLU duoc tinh toan gin nhu tic thoi va
gradient ctiia n6 ciing dugc tinh cuc nhanh véi
gradient bang 1 néu dau vao 16n hon 0, bing 0
néu dau vao nho hon 0.

Kién triic chung clia mang no-ron nhan
tao md ta & Hinh 3 bao gdbm 3 thanh phan: Lop
dau vao (Input Layer), Lép 4n (Hidden Layer)
va L6p dau ra (Output Layer). Cu thé:

Input Layer: Mbi input twong ng véi mot
thudc tinh cua dit liéu dau vao.

Output Layer: Lop nay sé cung clp cac két
qua dau ra ma chung ta mong mudn tinh dugc.

Hidden Layer: GOm céc no-ron nhan dir liéu
input tir cac no-ron & 16p trudc d6 va chuyén doi
cac input nay cho cac 16p xir 1y tiép theo. Trong
mdt ANN c6 thé ¢6 nhiéu Hidden Layer.
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input layer

output layer

hidden layer

Hinh 3. Kién tric mang no-ron nhin tao

1.1.5 Ky thudt hoc sdu va kién tric mang MLP

Hoc sau (deep learning) 1a mot budc dot pha
ctia may hoc (machine learning), c6 nhiéu cai
tién manh mé trong linh vyc tri tué¢ nhan tao
(AD). K¥ thuat hoc sau dua trén mot tap hgp cac
thudt toan dé triru tugng hoa md hinh di liéu &
mirc cao bang cach sir dung nhiéu 16p xir Iy vé6i
cAu triic phtc tap hodc bang nhiéu bién doi phi
tuyén. M6 hinh hoc sau duogc 4p dung trong cac
linh vuc nhu: thi giac may tinh, xu Iy ngon nglr
tu nhién... va ciing c¢6 thé ap dung dé cai thién
kha nang phat hién xam nhap mang dat ty 1¢ cao
va ty 1& bao dong gia thap.

Hoc sau str dung mang no-ron nhan tao dé tu
hoc va cai thién cac thuat toan may tinh, két hop
cac yéu tb xir Iy dugc goi 1a no-ron théng qua cac
trong sb lién két. Mang no-ron dugc xay dung
cho mét chure ning cu thé thong qua viée hoc tir

Input Hidden
layer layer

dit lidu dao tao. Qu4 trinh huén luyén 1a su didu
chinh trong s6 lién két giita cdc no-ron.

Mo hinh mang no-ron thuong dugc st dung
rong rdi nhat 13 mo hinh mang truyén thing
nhiéu 16p (Multi-layers Perceptron- MLP). Mot
mang MLP tdng quat c6 n 16p (n > 2) trong do6
bao gém mot 16p vao, mot 16p ra va mot hoac
nhiéu 16p 4n nhu Hinh 4.

Hoat dong ciia mang MLP nhu sau: Tai lop
d4u vao, cac no-ron nhan tin hiéu vao xu 1y (tinh
téng trong s, giri t6i ham truyén) rdi cho ra két
qué (1a két qua ctia ham truyén); két qua nay s&
duoc truyén téi cac no-ron thudc 16p an thir
nhat; cic no-ron tai day tiép nhan nhu 1a tin hiéu
dau vao, xtr 1y va guri két qua dén 16p an thi 2.
qua trinh tiép tuc cho dén khi cac no-ron thudc
16p ra cho két qua.

Hidden Output
layer layer

Hinh 4. Kién tric mang MLP 4 16p
(Nguon: https://dlapplications.github.io/2018-06-15-MLP)
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Mang MLP duoc st dung rat hidu qua trong
phuong phap hoc sau. Tuy theo yéu cau cua bai
toan rna tiy chinh sé no-ron dau vao, dau ra va
$6 l6p an. Bé co do chinh xé4c cao, tranh hién
tuong qua khop (overﬁtting) thi s6 lu’ong 16p an
va s0 no-ron trén no la yéu t6 quyet dinh.

2. PHUONG PHAP THIET KE MO HINH
2.1 Tong quan thiét ké mé hinh

Bai viét ndy mé ta phuong phap thiét ké dé
xdy dung mo hinh mang no-ron sau voi cac 16p
an dé tu dong tim hiéu cac dic tinh cua dir lidu
trudc khi phat hién cac hanh vi xdm nhép. Cac
dac tinh dugc hoc tir mé hinh nay co thé 1am tang
kha nang phan biét cdc hanh vi khac nhau. Mo
hinh str dyng mang no-ron ding dé hoc ¢6 giam
sat, hoc cach biéu dién cho mot tap cac dir licu
thong thuong véi muc dich giam chiéu dir lidu,
gitp du doan dau ra tir mot ddu vao ban dau.

Hinh 5 md ta cic budc ap dung phuong
phap hoc sau dé phat hién tan cong va xdm nhép
mang. Tat ca cac bude dugc mo ta cu thé nhu
sau: Buge dau bao gom tap dit li¢u tho dau vao,
qua cac bude tién xir 1y dit lidu, chia tap dit liéu
gdc ban dau thanh hai tap dir liéu méi, mot tap
dung dé hudn luyén (training) va mot tap dung
dé kiém thur (testing), ding cac thuat toan hoc
sdu dé huan luyén ra mé hinh (model), cubi
cung 1a dua ra két qua danh gia tong thé vé tap
dir ligu.

Tién xit Iy
dir liéu

I_, e
|

Dit liéu tho

5 Sir dung
phuong
phap hoc
Tap Test sau

Mo hinh s€ duoc huén luyén dé hoc céc dic
tinh dir liéu dya trén mang no-ron nhiéu lop. Cac
dac tinh da dugc hoc sé dugc mo hinh phan loai
dé phat hién cac hanh vi xdm nhap. M6 hinh phat
hién x4m nhap mang nay bao gdm hai giai doan:

Giai doan 1: Huén luyén cho viéc hoc va
phan loai dac tinh. Viéc huén luyén mo hinh hoc
cac dic tinh dugc thyc hién bang phuong phép
hoc co glarn sat. Mo hinh duoc huan luyen phu
hop c6 thé duoc ap dung truc tiép dé tim hiéu
dac tinh cua duo liéu moi. Tién xur Iy dir liéu
trong giai doan nay muc dich dé chuan hoéa dir
liéu dau vao.

Giai doan 2: Phat hién cac hanh vi xdm nhap
mang. Dau tién ciing can phai tién xt ly dit liéu
dau vao, sau do cho mo hinh da hoc cac dac tinh
duogc hudn luyén trong giai doan 1 duoc st dung
dé tim hiéu cac dac tinh cua dit liéu nay. Cudi
cung, cac dac tinh nay dugc nhap vao trinh phan
loai dé du doan 1a xAm nhép hay binh thuong.
2.2 Thiét ké kién triic mé hinh

MO hinh hoc sau str dung mang no-ron MLP
v6i 1 16p du vao, 1 16p dau ra va 2 16p an. Do
md hinh & déy 14 hoc c6 giam sat vé6i dit lidu dau
vao la mot vecto ¢o kich thude cb dinh nén mang
no-ron MLP (d4u ra ctia mot 16p 1a dau vao cua
16p ké tiép) 1a md hinh thich hgp. Mb hinh duoc
thiét ké voi nhimg lya chon nhu Hinh 6

'
J

Ty 1& phan
tram tdng quat

Ty 18 phan
tram chi tiét

Phan loai
xam nhip mang

T4p dit liéu
can kiém tra

Hinh 5. Phwong phap hoc siu phit hién tin cong xAm nhip mang.
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Lop dau vio (Input Layer): S6 node dau
vao 1a s6 thudc tinh ciia dbi tugng can phan 16p.
O day tap dir liéu dau vao ¢6 20 thudc tinh nén
chon s6 node 12 20.

Lp dau ra (Output Layer): Sé node ra 1a s6
dac tinh can hudng téi cua dbi tuong (gia tri hoc
c6 giam sat). S node dau ra & day tuong Gng tur
0 dén 9 1a 10 nodes (9 thudc tinh tan cong va I
thudc tinh binh thuong “Normal”).

Input Hidden
Layer Layer 1
(20 node) (32 node)

Cdc 16p an (Hidden Layers): S6 node 4n
khong xac dinh trudc dugc, thuong 1a do kinh
nghiém cua ngudi thiét ké mang, néu sd node an
qua nhiéu mang s& cdng kénh phuc tap, qua
trinh hoc s& cham, con néu sb node an qué it s&
hoc khong chinh xac. Qua nhiéu lan nghién ciru
thiét ké cai dat s6 16p 4n va sd node khac nhau,
cudi cung da lya chon dugc mo hinh co 2 16p
an, mdi 16p c6 32 nodes 13 tdi wu nhit.

1

Hidden Output
Layer 2 Layer
(32 node) (10 node)

Hinh 6. M6 hinh hoc siu dwoc dé xuit

Ham kich hoat (Activation Functions):
Pugc str dung dé tinh toan cho dau ra cua mdi
16p mang no-ron. M6 hinh st dung cac ham
kich hoat:

Ham ReLU: f{s) = max(0,s) cho dau ra cua
16p input va cac 16p an.

Ham Softmax cho dau ra 16p ouput. Cong
thtrc ham Softmax nhu sau:

e’
U(Z)j=m‘ (3‘-1)‘

Trong dé: z 1a vector dau vao lién ké voi 16p
dau ra, K 1a tong s6 cac node mang no-ron ciia
dau ra.

2.3 Tap dit liéu huén luyén

Bai viét nay sit dung bo dir litu UNSW-
NB15 (Moustafa et al., 2017) [6] dugc tao boi
phong thi nghiém cua Trung tdm An ninh mang
Uc (ACCS) dé hudn luyén cho mé hinh dé xuét.
Pay 1a bo dir liéu ndi tiéng duoc sir dung trong
nhiéu nghién ciu vé tan céng va xam nhap
mang. UNSW-NB15 bao g6m cac thudc tinh
cua dir liéu mang binh thuong va cua cac hanh
vi doc hai. C6 9 kiéu tn cong va xam nhap dugc

hd tro trong tap dir liu bao gom: Fuzzers,
Analysis, Backdoors, DoS, Exploits, Generic,
Reconnaissance, Shellcode va Worms. BO dir
lidu c6 tong cong 2,539,740 dong dit liéu, mbi
dong chira 49 thudc tinh ctia mot ndi két mang.
Nghién ctru nay lya chon 20 thudc tinh pho bién
va phu hop nhét cua tap du li€u dé huin luyén
cho cic mo hinh phan loai nhu mé ta trong Bang
1. Két qua nghién ciru ciia tic gia Zoghi et al.
(2021) [7] da chiing minh viéc khong st dung
cac thude tinh con lai trong tap dir liéu UNSW-
NB15 khong anh hudong dén do chinh xic cua
cac mo hinh phan loai. Luu y, 2 thudc tinh Giao
thirc ndi két (proto) va Trang thai giao thirc
(state) s& dwoc chuyén tir kiéu chudi sang sb
truge khi st dung hudn luyén cho cac mé hinh.
Trong do, thude tinh state s€ dugc ma hda theo
thtr tu trong danh sach cac trang thai va thudc
tinh proto dugc chuyén sang gia tri s6 theo
Assigned Numbers Internet Protocol.

Chi tiét vé cac kiéu tn cong co
trong tap dir lifu UNSW-NB15 dugc mé ta
trong Bang 2.
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Bang 1. Cac dac tinh (features) ciia tap dir lieu UNSW-NB15

# Tén Giai thich Kiéu # Tén Gidi thich Kiéu

1. sport Sb céng ngudn integer 11. dttl Gia tri time-to- llve tir dich dén ngudn integer

2. dport Sb cong dich integer 12. sload So bits ngudn m01 giay integer

3. dur  Thoi gian cua ndi két float 13.dload  S6 bits dich mdi gidy integer

4. proto Giao thirc nbi két nominal 14.sloss  S4 géi tin tir nguon duge truyén lai  integer
hodc loai bo

5. state Trang thdi giao thirc nominal 15.dloss S g0i tin tir dich dugce truyén lai hoacinteger
loai bo

6. spkts SO goi tin tir ngudn dén dich integer 16. synack Thdi gian giita SYN va SYN_ACK  float

7. dpkts S6 goi tin tir dich dén ngudn integer 17. ackdat Thoi gian giita SYN_ACK va ACK  float

8. sbytes SO bytes tir ngudn dén dich integer 18. smeansz Trung binh kich thudc goi tin tir integer

nguon
9. dbytesSb bytes tir dich dén nguon integer 19. dmeansz Trung binh kich thugc goi tin tir dich integer
10. sttl  Gia tri time-to-live tir ngudn integer 20. tcprtt ~ Tong thoi gian thiet 14p noi ket TCP  float
dén dich

Bang 2. Cac kiéu tin cong trong tap dir liéu UNSW-NB15

Loai tan cong Mo ta
Normal Géi tin mang binh thudng.
Denial of Service (DoS) Ke tan céng giri mot rong 16n yéu cau lam hé théng bi tran ngap, mat két
ndi dich vu.
Exolo; Tén cong khai thac vao 16 héng bao mat ciia hé théng hoic phin mém tmg
xploit
dung & kha1 thac 15 hong
Worm Tén cdng vio diém dau cubi hojic nhimg 16 hdng ¢4 c6 san. Worms tw dong sao
chep chinh n6 va xAm nhép dén hé thong khéac théng qua mang may tmh
Fuzzers Ké tan céng giri mét lwong 16n dit liéu dau vao khéng hop 18 hosic ban hop
1& nhim muc dich phat hién ra cac 15 héng bao mat trong mang.
Tén cong ctra sau 13 mot ki thudt bo qua cac xac thye bao mat cua hé thong
Backdoors muc tiéu va cho phép ke tan cong gianh duogc quyén truy cap trai phép vao
hé théng.
Tén cong dua trén mét ky thuat thiét lap chéng lai moi mat mi bang cach sir
Generic dung ham bim dé gy ra xung d6t ma khéng lién quan dén ciu hinh ctia mat
mA.
La mét phan con ctia Exploit, trong d6 keé tan cong str dung mét doan ma
Shellcode
nho dé xam nhap kiém soét hé théng. _ ]
R . Tén céng thim do dé thu thap thong tin nhim xac dinh 16 héng cia mét mang
econnaissance .
may tinh.
Analysis La loai xAm nhép vao cac tng dung web bang cach thue hién cac hoat dong

nhw quét cong (port-scan), emall (spam), web scripts (html files).
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Mang no-ron MLP chi cho phép cac dic
tinh hay thudc tinh cua hanh vi nguoi dung dugc
thé hién dudi dang gia tri s6 ¢ 16p dau vao. Do
vay can phai xtr Iy dit liéu dau vao bang cach sir
dung vecto dé chuyén tit ca chudi va s cho vé
gid tri s6 12 [0,1]. Chuyén d6i mdi thudc tinh trén
thanh s6 bang cach sir dung mo-dun tién xir Iy cua
thu vién Sklearn. Pau tién, st dung moé-dun
preprocessing.LabelEncoder() d¢ dam bao ré‘ing
trang thai s& dugc ma hoa theo trang thai danh
sach. Sau do, chung ta chuyen doi giao thirc 1a
kiéu chudi sang gia tri sd bang cach sir dung

Assigned Numbers Internet Protocol. Vi¢c danh
gia do chinh x4c (accuracy) cua b phan 16p rat
quan trong, bdi vi nd cho phép du doan dugce do
chinh xac cua cac két qua phan 16p nhitng dit
liéu tuong lai. B§ chinh xac con giup so sanh
cac mod hinh phéan 16p khac nhau. Phuong phap
danh gia Hold-out (Yadav & Shukla, 2016) [8]
dugc sir dung trong bai viét nay chia tap dit liéu
thanh 80% cho tap huén luyén (train) va 20%
cho tap kiém thir (test). S6 luong dong dir licu
dung huin luyén va kiém thir duoc mé ta trong
Bang 3.

Bang 3. S6 lwong dir liéu dung dé huén luyén va kiém thir mé hinh

S0 lwgng dir S0 lwong dir

Nhén dir liéu
) lidu huén luyén li¢u kiém tra

Normal 1.774.848 443.604
Analysis 2.138 539
Backdoors 1.850 479
DoS 13.165 3.188
Exploits 35.618 8.907
Fuzzers 19.445 4.801
Generic 172.143 43.337
Reconnaissance 11.221 2.766
Shellcode 1.232 279
Worms 128 46

2.4 Tién hanh thiét ké

M6 hinh duoc huan luyén st dung thu
vién Keras (Chollet et al., 2015) [9] co 4
lorp Lorp dau Vao gom 20 nodes va hai 16p
an, mdi 16p an gom 32 nodes sur dung ham
kich hoat ReLU. Lép ddu ra gdm 70 nodes
voO1 ham kich hoat Softmax. PAu tién khoi tao
cho qua trinh huin luyén mé hinh 1a st dung
trinh t6i wu hoa Adam véi téc do hoc
(learning_rate) 0,0/. Ham 16i (loss function)
1a sparse_categorical crossentropy. SO lan
mé hinh “hoc” qua tit ca cac dit liéu trong
tap hudn luyén (epochs) 1a 100 véi sé luong
mau hudn luyén dugc giri dén mo hinh cung
mot lac (batch_size) la 32.

3. KET QUA VA THAO LUAN

Huéan luyén md hinh 1 qua trinh thay doi
cac tham sd (epoch, batch-size, learning rate,...)
dé didu chinh mé hinh dat duoc két qua t6t nhat.
Mo hinh dugc hudn luyén cang nhiéu thi gia tri
loss (d 16i) s& giam xubng va tuong ung la gia
trj accuracy (do chinh xéc) sé ting 1én. Khi hun
luyén 70 1an (Epochs=70) d6 chinh xac da ting
lén xap xi 87,41%, nhung khi tang s6 1an huin
luyén 1én tir 80 dén 100 thi d6 chinh xac khong
cai thién thém ma chi dao dong quanh 85-86%
do hién tugng qué khép (overfiting). Do do, mo
hinh dat do chinh x4c t6t nht 1a 87,41% véi
Epochs = 70, Batch-size = 2048 nhu Bang 4.
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Bang 4. Huén luyén mé hinh véi cac tham sb

Epoch Batch-size Accuracy train  Loss train
1 10 0.8401 0.4668
1 32 0.8418 0.4619
10 10 0.8530 0.4243
10 32 0.8622 0.4026
20 32 0.8629 0.3978
20 64 0.8637 0.3941
30 128 0.8655 0.3848
40 256 0.8667 0.3804
50 512 0.8680 0.3754
60 1024 0.8707 0.3364
70 2048 0.8741 0.3431
70 128 0.8661 0.3822
70 1024 0.8675 0.3751
70 4096 0.8668 0.3816
80 4096 0.8670 0.3787
80 2048 0.8673 0.3758
90 1024 0.8684 0.3768
90 64 0.8642 0.3916
100 32 0.8530 0.4220
100 128 0.8669 0.3798
Danh gia mo hinh:

Céc tiéu chi dugc sir dung dé danh gia hiéu

qua mo hinh bao gom:

Accuracy: La ty 18 s6 diém dugc dy doan
ding va tong so diem trong tép dir li¢u kiém tra.

_ TP+TN
"~ TP+FN+FP+TN

(3.2)

Recall La ty 1& s6 diém True Positive (TP)
trong sb nhiing diém thuc su 1a Positive

(TP+FN).
Recall =TPR =

TP
TP+FN

(3.3)

Precision (P): La thuéc do mot hé thdng co

kha ning phat hién binh thuong hay tén cong.
TP
T TP+FP (34)
F1-score: La harmonic mean clia Precision
va Recall, str dung dé danh gia bd phan 16p.
1 precion - recall

Fl = 2 T T = 2 (35)

precision+recall

precision ' recall
Trong d6: TP (True Positives) 14 sb luong
cac tin cong dugc phan loai ding. TN (True
Negatives) 1a s6 lugng cac binh thuong duoc
phén loai dung. FP (False Positives) 1a s6 luong

cac binh thuong dugc phan loai sai. FN (False
Negatives) 1a s6 luong cic tan cong dugc phan
loai sai. Két qua danh gia mo hinh cia tiéu chi
Precision 0.87796. Ty 1¢ % cua gia tri Precision
la ty 1¢ so luong tin cong duoc di doan dung trén
tong sd luong ban ghi trong tap dir liéu test.
Precision =~ 87.796% thé hién duoc hiéu qua cua
mb hinh, ty 1¢ phat hién tAn cong xAm nhap mang
ctia md hinh dat két qua rt kha quan.
4. KET LUAN VA PE NGHI

Bai viét da gi6i thiéu img dung ctia mang
no-ron nhén tao va phuong phéap hoc sau trong
viéc xdy dung mot mo hinh phat hién tin cong
Xam nhap mang, bén canh d6 nang cao kién thirc
vé an mnh mang. Két qua danh g1a mo hinh cho
thdy rang giai phap duoc dé xuat hoat dong hiéu
qua va c6 ty 18 phat hién twong ddi cao. Huéng
phat trién ctia nghién ciru 1a tmg dung mé hinh
nay vao thuc té dé xay dung mot hé thong co
kha ning phat hién tin cong xAm nhap mang dat
hiéu qua cao hon so vdi cic cong cu truyén
thdng khac.
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