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SU PHAT TRIEN CUA TROJAN HORSE
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Tom tit: Ngay nay, ciing voi sw phdt trién manh mé va rong rdi ciia internet thi ciing la
hic cdc logi Virus, Trojan xudt hién va nhanh chéng phdt trién véi téc dé dang kinh ngac. Ky
thudt phat trién Trojan vé cing phong phii va da dang, luén thu hiit nhiéu nguoi nghién ciru ve
né. Trong bai bdo nay, sé trinh bay ro veé sw phdt trién Iom manh va nguy hiém ciia Trojan trong
10 muoi ndm tro lai ddy, ngodi ra con gitip chiing ta hiéu sdu ve cdc khdi niém, phirong thirc
hoat dong va tir do dwa ra cach phong tranh cdc logi Trojan mot cach phit hop nhdt.

Tw khoa: Trojan Horse, Virus mdy tinh, Malware, Backdoor, Rootkit, Exploit, DDoS
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Abstract: Today, along with the strong and widespread development of the internet,
Viruses and Trojans appear and rapidly develop at an incredible speed. Trojan development
technique is many and varied, always attracts many people to research on it. In this article, we
will clearly present the growth and dangers of the Trojan in the past 10 years, in addition to
help us understand the concepts, how it works of Trojan, and thereby giving the most suitable
way to avoid Trojans.

Keywords: Trojan Horse, Malware, Backdoor, Rootkit, Exploit, DDoS Attack, Spyware,
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1. Gi¢i Thiéu

Trong $b chung ta, con nhiéu nguoi cho réng Trojan 1a mét loai Virus, nhung trén thuc té
Trojan va Virus may tinh khac nhau hoan toan tir cach thirc hoat dong dén cac phuong thire 1ay
nhiém. Bé&i vi, Virus thi co thé tu chay va tu nhan ban con Trojan thi khong lam dugc nhu thé.
Tuy nhién, c6 sy gidng nhau 1a kha ning lay nhiém va pha hoai ciia Trojan ciing giéng nhu
Virus, né tin cong moi dit liéu trén may tinh. Van nan Trojan ngay cang ting lén cing véi su
phat trién manh mé ciia n6, Trojan an minh dudi nhiéu phan mém bang nhiéu cach thirc khac
nhau nham gdy hai cho may tinh nguoi dung.

Trojan trudc hét duoc hiéu 1a mot chuong trinh doc hai cho may tinh, ching tao cho nguoi
dung tin tudng bang su nguy trang voi mét vo boc vo hai, tir d6 may tinh nguoi dung dé bi qua
mit va bi nhiém Trojan. Tén “Trojan” duoc ly tir dién tich con ngua thanh Troy trong than thoai
Hy Lap. Néi dung dién tich ké vé sy thong minh cua nguoi Hy Lap khi ho khong thé ha ndi
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thanh dich, ho gia vo tdng quan dich mdt chl ngwa khang 16 va khién cho ké dich lam tudng dé
la chién tich ma chu quan. Sau khi chi ngwa dwgc dem vao thanh, nira dém da cé vo s chién
binh &n nép trong than con ngwa gd khdng 16 chui ra tiéu diét quan dich mot cach bt ngo gitp
quan Hy Lap danh chién thing dé dang. Piéu nay cling giéng nhu cach thirc hoat dong cla
Trojan. Thay vi tdn cong tlr cra tredc thi dé bi phan mém quét Virus va twdng Iira may tinh
phat hién, thi tin tdc da chén ma ddc, Virus trong cac phan mém khac. Mot khi Virus hoat dong,
né sé lay lan rat nhanh va dé lai hau qua khoé lvong néu nguoi dung khéng cé bién phap ngéan
chan kip thoi. (Tuan Phong, 2020)

Ngoai ra, Trojan horse 1a mot loai ma doc nhung ma nay lai co thé kiém soat may tinh
clia nguwoi ding. Muc tiéu tao ra Trojan la dé gay nhiéu thiét hai, lam hdng hé thong may tinh
hay 14y cap nhitng théng tin quan trong. (Giangpth, 2018)

Trojan hau hét déu duoc thiét ké dé kiém soat, danh cap dir liéu, theo ddi ngudi ding hodc
chén thém phan mém ddc hai vao may tinh clia nan nhan. Tuy dwogc tao ra véi cung muc dich,
Trojan lai rat da dang vé hinh thirc. Duéi day la mot s6 Trojan n6i bat hon ca: Trojan Backdoor,
Trojan Zombifying, Trojan Dialer, Trojan Data-Sending, Remote Access Trojans (RATS),
Trojan Destructive, Trojan FTP, Trojan Security Software Disable, Trojan-Proxy, Trojan-
Mailfinder, Trojan-SMS, Keylogger, Trojan-Ransomware, Trojan-IM, Trojan-GameThief,
Trojan-FakeAV, Trojan Dropper, Trojan-Banker, Rootkit, Exploit, Trojan Downloader.

Nam ra doi cia mot so
loai Trojan

2020

Hinh 1: Nam ra doi cia mot s6 loai Trojan co ban
Pay la nhitng loai Trojan co ban, chiing ta thwdng bat gép khi st dung may tinh, ngoai ra
con c6 kha nhiéu loai Trojan nhuw: Trojan ArcBomb, Trojan Clicker, Trojan Notifier, Trojan
PSW, Trojan Infostealer, Trojan Mobile, Trojan VNC,...

Trojan an minh dudi nhitng bai hat, phan mém, hinh anh, link tai quang cdo. Khi d6 cac
phan mém gian diép sé nhanh chéng xam nhap vao hé thong may tinh, chd tin hiéu cta nguoi
mudén xam nhap may tinh va sau dé khdng ché toan b6 dir liéu ca nhan clia ngudi ding.
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Khi tdn cong truc tiép, Trojan dé bi phan mém antiVirus phat hién, vi thé Trojan chon
cach tin cong phia sau mot chuong trinh, phan mém khac ¢6 phan mé rong 1a: .exe, .com, .scr,
bat hay .pif. Trojan khong ty 1ay lan nhu Virus va 1a mot phan mém thong thuong.

Mot s6 dau hiéu nhan biét khi bi nhiém Trojan nhu: O CD-ROM ty dong m& ra dong vao,
dau hiéu la trén man hinh may tinh, hinh nén may tinh tu dong bi thay déi, cac van ban tu dong
in, may tinh tu dong thay d6i font chit va cac thiét 1ap khac, 18i chudt may tinh nhu khong hién
thi chudt, 2 chuét 1an 16n nhau, nat Start khong hién thi, ctra sd chat hién thi ma khong phai do
ban md 1én. Tat nhién day chi 1a mot vai dau hiéu nhan biét cho nhiing loai Trojan don gian.
Hién nay Trojan khong dé lai bat cir du hiéu nao va & nhiéu dang khac nhau.

Cach thuc Trojan giy hai 1én hé thong may tinh 1a: xo6a hay viét lai cac dir liéu may
tinh, 1am hong cac chuc ning cta cac tép, 1y nhiém cac phan mém ac tinh khac nhu Virus,
cai dat mang dé may tinh co thé bi diéu khién bai may khac hay dung may nhiém dé gui
thu, doc 1én cac thong tin can thiét va g bao cao dén noi khac, an cap thong tin tai khoan
c4 nhan nhu mat khau va sb thé tin dung, cai dat 1én cac phﬁn mém chua duoc cho phép do.
(Giangpth, 2018)

Trojan 1y nhiém da dang véi nhiéu hinh thic khac nhau nhu truy cip nhitng trang web
khong tin tudng, qua cac (mg dung chat, nhiing file hay link dinh kém trén mail, qua c4c thiét
bi két n6i ngoai. Mot s6 cac cach dé phong tranh Trojan d6 1a khong bao gid mé bat ki tap
tin, link hay phén mém la, email thdm chi email tir dia chi ban quen biét, thiét 1ap va chay cac
chuong trinh bdo mat Enternet mdi khi mé& may tinh, st dung may khau manh két hop cac
chit cai, chir s6 kho doan. Trojan phat tan khi ban click vao nhiing ndi dung chira phan mém
gian diép. Tot nhat 1a nén kiém tra trudc bang nhirng chuong trinh quét Virus hay dung dé
kiém tra. Ludn st dung nhiing phin mém antiVirus hay tuong lra dé bao vé may tinh. Cap
nhat ddy du nhitng ban va 156 hong thudong xuyén voi may tinh Windows, dé tranh truong hop
hacker loi dung nhiing 16 hong d6 xdm nhap may tinh. Hién nay trén thi truong co rat nhiéu
chuong trinh chéng cac phan mém doc hai nhu: Malwarebutes, Adware AntiVirus,. ..
(Tuan Phong, 2020).

N&i dung chinh ciia bai bao dugc chia lam 3 phan: phan tha nhat trinh bay vé su phat
trién ctia Trojan Horse tir nim 1974 dén nam 2000, phan tht hai trinh bay vé su phat trién cta
Trojan Horse tir nam 2000 dén nay va phan cudi cung 1a két luan.

2. Sw phat trién ciia Trojan Horse tir niim 1974 dén nim 2000

2.1. Lich sit hinh thanh va phadt trién ciia Trojan

Trojan Horse 1an dau tién xuat hién trong bao cao ciia Khong quan Hoa Ky, trong d6 ¢
chtra cac phan tich vé nhitng 16 héng ctia may tinh hdi nam 1974. Hé thong Bulletin Board
(BBS)—cho phép nguoi dung sir dung dudong day dién thoai thdm nhép vao trang web—Ia thoi
diém bt dau cho tién trinh khuéch tan ctia ma doc Trojan dién ra trong nhitng nim 1980. Trojan
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Horse - Ngua G6 Thanh Troy tré nén pho bién tir nam 1983 sau khi Ken Thompson dung né
trong bai giang ndi tiéng vé phép thir Turing. Vi may tinh c6 tinh nang upload, download, va
chia sé file, tich hop cac trinh add-on ddc hai vao bat ¢t chd nao mot khi d3 cai vao hé diéu
hanh. Ngay nay, c6 hang nghin phién ban ma doc dang ton tai. (Aviva Zacks, 2018).

Trojan ¢6 cach thirc gan gidng voi tro choi ANIMAL(1975) duogc thiét ké véi tinh nang
tu sao chép. Véi tinh nang nay, ANIMAL da tu sao chép n6 vao cac thu muc dugc chia sé trong
mang ndi bo. Nho do, tro choi ¢o thé lan rong trén toan bd hé théng.

AIDS Trojan - ma doc téng tién duoc ra doi vao thang 12/1989 va ciing dugc coi 1a
ransomware dau tién - duoc gui dén cac thué bao cua tap chi PC Business World va danh ba
ctia hoi nghi vé AIDS cta T6 chire Y té Thé gidi. D€ giai ma dit liéu, nan nhan phai bo ra mot
s6 tién 189 USD dé giri dén mot hom thu & Panama.

Co6 thé cac ban ting dd nghe qua vu tan cong co strc tan pha 16n nhét trong nhitng nam
2000 d6 1a cude tin cong boi Trojan, Trojan tiép tuc phat trién va ngay cang tinh vi hon. M3
d6c ILOVEYOU la mot ma doc dién hinh- véi thiét hai udc tinh 1én t6i 8,7 ty USD. Cudc tan
cong duoc lan truyén qua email véi cha d¢é “ILOVEYOU” va di kém vdi file “LOVE-LETTER-
FOR-YOU txt.vbs”. Sau khi mé file nay, né s& tu gri cho moi ngudi trong so dia chi Outlook,
luc bay gid né da tré thanh mét trong nhitng Virus 1ay lan nhanh nhét.

Trojan tiép tuc tim duoc cac hudng di moi dé tao nén sy phat trién cho minh vao thap
nién thir hai cua thé ky 21, loi dung su gia ting chong mit cua tién dién ti, nhiéu hacker da
td chirc cac cudc tan cong doi tién chude. Cac nha nghién citu cling chi ra rang, hacker dang
dan thay d6i muc tiéu tdn cong nham nhu cau loi ich cho ban than. Boi vi, ngay cang co
nhiéu Trojan dugc thiét ké dé nham muc tiéu riéng dén mot cong ty, mot to chic nao do.
(Tuéan Phong, 2020).

2.2. Pic diém

Trojan horse 1a chuong trinh may tinh thuong an minh dudi dang mét chuong trinh hitu
ich va co nhitng chirc ning mong mudn, hay it nhat chung trong nhu c¢6 cac tinh ning nay. Mot
cach bi mat, no lai tién hanh cac thao tac khac khéng mong mudn. Nhirng chirc ning mong
mudn chi 12 phan bé mit gia tao nham che gidu cho cac thao tac nay.

Ngay nay, cac Trojan horse dd duoc thém vao cac chirc nang tu phan tan. Diéu nay s&
lam cho chung ta tré nén kho phan biét gitta khai niém Trojan va Virus. Trong thuc té, nhiéu
Trojan horse chita dung cdc phan mém gian diép nhim cho phép may tinh than chu bi diéu
khién tir xa qua hé thong mang. Khac nhau co ban véi Virus may tinh 1a Trojan Horse vé mit
k¥ thuat chi 1a mot phan mém thong thuong va khong cé tu lan truyén. Cac chuong trinh nay
chi lra nguoi dung dé tién hanh thuc hién mot sd cac thao tac khac ma than chu s& khong tu
nguyén cho phép tién hanh. (Maiphuongdc, 2014).
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2.3. Trojan Backdoor
2.3.1. Khdai niém

Backdoor 1a mot cach tan cong dé xam nhdp vao cac thiét bi, phﬁn mém. Sau khi
Backdoor duoc cai dat, mot céng dich vu s€ tu dong md ra, cho phép nguoi tao Backdoor két
ndi tr xa toi thiét bi, tur do thiét bi s& nhan va thuc hién 1énh duoc dua ra. Ngoai ra backdoor l1a
chuong trinh gian diép duoc tich hop vao nhan ciia phan mém véi nhiéu muc dich khac nhau.
Chuong trinh nay co thé xuit hién & moi thiét bi tir dién thoat, laptop cho téi router mang, mién
1a nhitng noi d6 c6 su ton tai cta tmg dung/phan mém.

2.3.2. Lich swr ciia Backdoor

Lan d4u tién cong dong tranh luan vé Backdoor 1a vao nhitng nam 80 ciia thé ky 20. Trong
bd phim khoa hoc vién tuong WarGames (1983), nhan vat chinh 1a mot hacker tudi teen do
Matthew Broderick thu vai da stir dung Backdoor dé truy cdp vao siéu may tinh duoc quan doi
thiét ké dé mo phoéng cudc chién tranh hat nhan.

Nam 1993, NSA di phat trién mét con chip ma hoa co tich hop Backdoor nham gitap cac
co quan thyec thi phap luat thu thap va gidi ma giong noi, ciing nhu dit liéu dugc truyén qua dién
thoai va may tinh. Chip Backdoor chiing kho g& bo - trir khi ban tach han chung ra. (Quach Chi
Cuong, 2019).

C6 kha nhiéu cudc tan cdng vé Backdoor trong vai thap ky qua trén thé gidi. Trong do
khong thé khong nhic dén cudc tin cong backdoor Back Orifice xay ra vao nim 1999 do mét
nhom hacker tu xung 1a Cult of the Dead Cow thuc hién. Back Orifice kich hoat diéu khién tur
xa trén may tinh Windows thong qua 16 hong trén hé diéu hanh. (Duy Vinh, 2018)

Sony BMG bat dau tham gia cudc choi vao nim 2005. Hang nay d4 phat hanh hang triéu
dia CD ca nhac véi bo rootkit kém theo dé theo dai thoi quen nghe nhac ctia khach hang. Hau
qua 13, Sony BMG d3 tra hang triéu d6 dé giai quyét cac vu kién lién quan dén rootkit va thu
hoi s6 dia CD da phat hanh trén. (Quach Chi Cudng, 2019).

Vao nam 2013, t& Der Spiegel uy tin cia Dic dua tin don vi Tailor Access Operations
(TAO) ctia NASA duy tri backdoor dé cdy vao tuong ltra, cac bo dinh tuyén (router) va cac
thiét bi khac duoc st dung trén thé gidi. Ngoai ra NASA ciing bi cao budc tich hop backdoor
trong cac thanh phan nhu 6 cing va va cap USB. (Duy Vinh, 2018).

Nam 2014, Backdoor trén Samsung d3 duoc cac nha phat trién Android cuia Google phat
hién, bao gém ca loat dién thoai Galaxy. Tuy nhién, Backdoor nay 1a mét tinh ning va khong
¢6 rai ro bao mat.

Apple, Google va Facebook kién quyét khong tao Backdoor cho cac san pham cia ho du
bi strc ép tir phia chinh tri. Ap luc cang 16n sau vu tan céng khiing bd San Bernardino nam 2015,
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khi FBI da thu hdi dugc mot chiéc iPhone thude sé hitu ciia mét trong nhitng ké nd sing.
Tuy nhién, Apple mét 1an nia tir chdi yéu cau md Backdoor tir phia FBI. Thé cuc cing thiang
nay duy tri dén khi FBI it lai yéu cau vi ho da hack dugc chiéc iPhone doi cii kém bao mat
nay. Backdoor cling nhon nhip vao ndm 2017 - 2018. Cac hang 16n duoc ghi nhédn 1a nan nhan
ctia loai ma doc nay bao gdm WordPress, Joomla, Drupal, NotPetya - di dé biét n6 nguy hiém
dén mtrc nao.

2.3.3. Phuwrong thirc Iy nhiém va hoat dong ciia Backdoor

Backdoor gy hai cuc ky tinh vi, st dung nhiéu chiéu tro dé xam nhap vao thiét bi, chang
han nhu dinh kém link trong email hoic an minh trong cac file tai xuéng. M6t vi du pho bién
nhit vé con duong xam nhdp cua Backdoor ddc hai d6 1a khi ban tai mét phén mém vi pham
ban quyén (vi du ban crack cia Adobe Photoshop), ma doc di theo d6 md mét Backdoor trén
thiét bi ctia ban va tuy v lam mot diéu n6 mudn ma chéng so bi phat hién.

Trong qua trinh san xudt cia cac nha phat trién phan cimg, phan mém backdoor vo
hai dugc xem nhu mot thi tuc. Déi khi Backdoor nay duoc tao ra chi nham muc dich du phong.
D6 ciing chinh 1a Iy do Apple, Facebook va Google da tir chdi 1oi yéu cau ciia Five Eyes
(Hiép udc chia sé thong tin tinh bao cua 5 nuéc Hoa Ky, Anh, Canada, Uc va New Zealand)
vé viéc mé Backdoor trong dich vu cia ho.

Thong qua Backdoor, hacker co thé khai thac théng tin nguoi dung (théng tin ca nhén, s&
thich truy cdp Internet, tai khoan, mat khau, mi sd thé hoic phuc tap hon, ching s&
dung Backdoor lam ban dap dé dua cac phan mém doc hai khac vao (nhu Ramsomware, Spyware,
Cryptojacking,...).

2.3.4. Bién phdp ngan chgn Backdoor

Sau diy s& 1a mot s6 bién phap ngin chin Backdoor dé khong gy hai cho may tinh:
Thay d6i mat khau mic dinh, st dung mat khau khac nhau cho tung ung dung va thiét bi, kich
thudc xac thuc da yéu t6; Thuong xuyén cap nhét cac thong tin méi nhat vé Backdoor va an
ninh mang dé phong tranh kip thoi. (Hong Nguyén, 2020); Giam sat cac hoat dong mang va
st dung tuong lta dé theo ddi hoat dong tur cac ung dung da cai dit; Can than trong viéc cai
dat Gmg dung va plugin, d6 1a hai ngudn phd bién nhat ma Backdoor co thé tra trdm vao;
Khoéng dung cac phan mém khong dang tin cdy béi d6i khi cac img dung tin tudng van cd
nguy co dinh Trojan; Cap nhat hé diéu hanh thuong xuyén va kip thoi ngay khi c6 phién ban
update méi; St dung cac phan mém diét Virus uy tin, chit luong nhu: Kaspersky Internet
Security, Mcafee Total Security, Norton Internet Security,... sau khi cai dat, hay update chiing
thuong xuyén. Tém lai Backdoor cho phép hacker truy cap hé théng may tinh ciia nan nhan
tu xa. (Trinh Duy Thanh, 2019)
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2.4. Spyware
2.4.1. Khai niém

Spyware 1a thuat ngir thuong dugc st dung dé chi cac phan mém thuc hién hanh vi nhat
dinh nhu quéang céo, thu thap thong tin nguoi dung hodc thay doi cdu hinh may tinh cia ban.

Ngoai ra spyware la phan mém chuyén thu thap cac thong tin tir cac may chu qua mang
Internet ma khong c¢6 su nhan biét va cho phép ctia chu may. Spyware duoc cai dit mot cach bi
mat cia cac phan mém mién phi (freeware) va phan mém chia sé (shareware) ma ngudi ta co
thé tai vé tir Internet. Spyware diéu phdi cac hoat dong ctia may chi trén Internet va chuyén cac
dir liéu thong tin dén mot may khac. (Nguyén Hiru Duy Khang, 2019).

2.4.2. Lich sw ra doi cua Spyware

Nam 1996, cac tai lidu vé Spyware 1an dau tién xuat hién trong mot to bao. Nam 1999,
thuat ngir Spyware trong bao chi trong nganh va tré thanh dé tai thu hut manh mé trén cac
phuong tién truyén thong dai chiing. Thang 6/2000, tmg dung chong Spyware dau tién duoc
phat hanh.

Thang 10/2004, America Online va Lién minh an ninh mang quéc gia da thuc hién cudc
khao sat va thu vé két qua nhu sau: 80% hé thdng cia nguoi dung Internet bi anh hudng boi
Spyware; 93% may tinh bi nhiém Spyware; 89% nguoi dung may tinh khong biét dén sy ton
tai Spyware trén thiét bi ciia minh; 95% nguoi ding cho biét ho chua bao gio cho phép Spyware
cai dit vao thiét bi.

Céc nguyén do dau tién 1a tir cac c4 nhan ché tao phan mém mién phi ¢6 muc dich. Do
d6, mot cach dé kiém thém thu nhép 1a thu thap thong tin tir ngudi da tai vé cac phan mém.
Cach thu thap ban dau chi 1a dua vao sy dién vao cac miu dang ky (register). Cach thirc doc
thong tin duoc chuyén sang dang cai 1én phan mém phu dé ty né doc théng tin ciia chu va giri
thang vé cho noi ma phan mém gian diép nay duoc chi thi. Thi hai 1a cac phan mém nay chuyén
sang dang co ac tinh: tim cach doc tat ca nhitng thong tin bi mat ciia may cha tir mat ma truy
cap, cac sO thé tin dung cho dén gianh ludn quyén diéu khién ban phim. Vao niam 1995
“spyware" xuat hién dau tién trén USENET. Cac phan mém chong gian diép (antispyware) ciing
ra doi vao dau nam 2000. (Quach Chi Cudng, 2019a).

2.4.3. Cdch xam nhdp cua Spyware

Spyware l1ay nhiém dudi rit nhiéu dang Trojan, Virus, worm, exploit va cac hinh thic
khéc thong qua mét b k¥ thuat phé bién sau:

Thong qua 16 hong bao mdt: Spyware thuong xam nhap thong qua cac 16 hong bao mat
khi ban tai xudng, mo cac lién két hodc tép dinh kém la trong email, truy cap vao cac website
doc hai va nhan vao banner quang céo, nhap vao mét sé tiy chon trong cira s6 bat 1én hodc la
ma& cac phﬁn mém giao dich, tai liéu, file nhac,... c6 chtra Spyware.
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Thong qua cdc cong cu hitu ich: Hacker thuong tao ra Spyware dudi dang cac cong cu
hiru ich dé tai xudng. D6 c6 thé 1a mét trinh ting toc Internet hay 1a trinh quan 1y tai xudng,
trinh don dep d dia hodc mot dich vu tim kiém web thay thé.

Thong qua cdc chirong trinh tién ich b6 sung: Spyware c6 thé an trong cac chuong trinh
bd sung di kém véi tng dung phan mém. (Quach Chi Cuong, 2019a).

2.4.4. Bién phdp phong trdanh Spyware

Sau day s& 1a mot s bién phap ngan chin Spyware dé bao vé may tinh d6 1a: Khéng ma
email tlr nguoi gti khong xac dinh; Chi tai xudng cac tép tir nguon dang tin cdy; Chi tai xuéng
cac tép tir ngudn dang tin cay; Kiém tra k§ trude khi nhap vao cac lién két d¢é dam bao ban dugc
chuyén dén dung trang web; St dung mét chuong trinh bao mat mang uy tin; Cai dat phan mém
chdn Spyware hién dai dé bao vé may tinh trudc khi hacker kich hoat chung; Kich hoat tinh
nang ngin chin viéc phan phdi Spyware trén may tinh. (Quach Chi Cudng, 2019a).

Céach hay nhat dé phong chdng Spyware 1a st dung mot hé diéu hanh khong phai 1a
Windows (nhu OS X, Linux,...) vi ¢o rat it Spyware duoc viét cho nhitng hé diéu hanh nay.
Hon nita, rat nhiéu Spyware duoc cai dit dung ActiveX trong Internet Explorer (IE), cho nén
néu mét ngudi dung mét trinh duyét khac nhu Firefox, Opera, thi ho s& bi it spyware hon. Toém
lai, Spyware theo ddi moi thao tac ctia ngudi dung, ké ca khi ho dang truy cap vao cac tai khoan
truc tuyén nhu mang x3 hoi, thé tin dung. (Wikipedia, 2018).

2.5. Cac trinh download Trojan

Céc phan mém doc hai sau khi xam nhdp s€ tai va cai dat cac ung dung doc hai khac.
Trojan nay nham muc ti€u dén may tinh nguoi dung da bi nhiém, tai xuodng va cai dét cac bién
thé cia chuong trinh ddc hai, bao gobm Trojan va phan mém quang cao (adware).

Su phat trién cia cac trinh download Trojan kha gan day, chi trong vai nam qua. Phién
ban Trojan nay duoc thiét ké dé 1ay nhiém vao may tinh muc tiéu theo cach twong tu nhu cac
loai Virus Trojan khac. Cong viéc duy nhat ma trinh tai xudng Trojan thuc hién trén may tinh
bi nhiém 13 tai thém phﬁn mém doc hai vé may tinh vao may tinh bi nhiém. Mot s6 trinh tai
xudng Trojan cling co thé duoc st dung dé cap quyén truy cip tir xa vao may muc tiéu cho mét
may cht hodc ca nhan tir xa nhu mot phan cdng viéc cta ho. (Tech-FAQ, 2012).

2.6. Trojan Dialer
2.6.1. Khai niém

Trojan Dialer 1a chuong trinh 1am thay ddi cdu hinh modem dé thiét bi quay s6 t6i mot s6
nao d6 nham lam ting hoéa don tién dién thoai. Loai Trojan nay co6 vé da 13i thoi, vi ngay nay
chung ta khong quay s6 goi dién nira. (Hong Nhi, 2018b)
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2.6.2. Cach thirc hoat dong cua Trojan Dialer

Sau déy la cach thuc hoat dong ciia Trojan Dialer: Str dung may tinh bi xam nhap dé két
nbi voi cac s6 dién thoai gia cao; Quang céo cac trang web c6 kha nang khdng an toan hoic cac
ndi dung tuong tu khac; Gay ra sira d6i hé thong va thay d6i cai dat quay sd va mang can thiét;
Thay ddi cai dat cua trinh duyét web; Tao nhiéu lién két co thé dan moi nguoi dén cac trang
web co6 kha ning khong an toan; Khong cung cép tinh ning loai bé. (Ugnius Kiguolis, 2017)

2.7. Remote Access Trojan (RAT)

RATSs dong vai tro nhu mot server trén may tinh cua ban va tao diéu kién cho hacker két
ndi véi may tinh cua ban va thuc hién cac 1énh khac nhau. Sur dung Trojan loai nay kha don
gian, chung thuong gém 2 file server va client, mdi khi tai chung vé ban chi can doc muc Help
ctia chiing 1a d4 c6 thé biét cach sir dung. Cac tinh ning cta Trojan loai nay cang ngay cang cao
hon, vi dy nhu Trojan girl-friend c6 thé ngan khong cho nan nhan tat may tinh, hién thi text 1én
man hinh, biéu dién 4m thanh, hinh anh, download, upload file tir server, tham chi 1a chat cung
vOi nan nhan ...

Cach thirc lam viéc ciia Trojan RAT: thudong an trong cac chuong trinh 16n, vi vay mdi
khi ban chay cac chuong trinh nay, Trojan s€ tu dong duoc kich hoat. Mbi RAT thuong chay
server dudi mot cong riéng biét, cong nay cho phép hacker xam nhdp vao may cua ban. Cac
Trojan khi da xam nhdp vao trong may tinh thuong tao ra 1 file thuc thi nao dé hoac ghi thém
dong 1énh tu kich hoat vao trong file win.ini, cé thé ban biét duoc file do 1a Trojan nhung cling
khéng thé vo hiéu hoa ndi n6 bang nhiing cach thong thuong. Thudng thi ban khong thé xo4 no
di va ciing khong thé vao trong registry dé xoa vi chiing thuong lam mat chirc nang edit registry
ctia hé diéu hanh. Nguoi ta co thé sir dung RAT dé diéu khién, quan li tir xa may tinh cua chinh
ban than ho, chung ta s& khong biét trudc duoc RAT s& giy ra nhitng hdu qua nhu thé nao.
Remote Access Trojan (RAT): chay vo hinh trén may tinh nan nhén va cho phép hacker truy
cap va kiém soat may tinh bi nhiém tir xa.

2.8. Trojan Destructivethe

Destructive Trojan: la mét loai Virus duoc thiét ké dé pha hay hodc x06a cac tap tin. Ching
¢ nhiéu tinh nang dic trung ctia Virus hon so véi cac loai Trojans khac. Destructive Trojan co
thé khong duoc phat hién boi phan mém chdng Virus. Mot khi Destructive Trojan truyén nhiém
vao mot hé théng may tinh, no6 s€ tu dong x0a cac tap tin, thu muc va cac muc registry, din dén
16i hé diéu hanh.

2.9. DDoS Attack Trojan

DDoS Attack Trojan: duoc thiét ké dé tién hanh tin cong DDoS tir may tinh bi nhiém vao
mot dia chi duoc xac dinh trude. Dé thuc hién tan cong DDoS thanh cong, hacker thuong 1ay
phat tan va 1y nhiém loai Trojan nay vao mét s may tinh trudc. Sau do, tat ca cac may tinh bi
nhiém s& tn cdng may tinh co IP xac dinh trude. (Kaspersky, 2020).
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2.10. Trojan Proxy

Trojan proxy la mét loai Virus chiém quyén diéu khién va bién may tinh chu thanh mét
may cht proxy, la mét phan ciia mang botnet, tir d6 nhitng ké tan cong s& thuc hién mét s6 thao
tac lam hu hong may tinh. Trojan proxy 1a che gidu ké tan cong, khién viéc truy tim ngudn goc
thuc sy ciia mot cude tan cong trd nén kho khin hon vi cac cudc tan cong s& gidng nhu chiing
dén tir ngdu nhién va da phan 1a do cac bot proxy. (Techopedia, 2014)

Proxy Trojan: loai Trojan nay tao ra cac may chi proxy tir cac may tinh bi nhiém dé thuc
hién cac cudc tan cong. Trojan nay cung cap cho ké tin cong rat nhiéu co hdi dé tién hanh cac
hoat dong xau nhu: hack thé tin dung va nhiéu hoat dong bat hop phap khac vi né che dau dia
diém thuc su cia ké tAn cong. Bén canh do, nd co thé thu thap thong tin tir may chi va gii nd
cho ké tan cong.

2.11. FTP Trojan

Trojan FTP 1a mét loai Trojan dic biét cho phép ké tan cong truy cip vao may bang giao
thirc FTP. N6i chung, Trojan nay 1a mot loai Virus xam nhdp vao hé théng theo cach khong bi
phat hién va truy cip vao tat ca dir liéu bi mat, do d6 giy ra ric réi bang cach xam nhap hoic
dé 16 dix liéu. N6 cho phép tat ca moi nguoi két ndi thong qua cong 21 trén may tinh dén may
tinh nhiém Trojan ma khong can mat khau va s& co toan quyén tai bat ki dit liéu nao xubng.
(Bui Thi Lua, 2013).

Muc dich chinh cua phﬁn mém doc hai 1a m& céng 21 trén may tinh bi nhiém. Sau khi
ma, bat ky ai cling co thé két ndi véi may tinh bang giao thizrc FTP. Ddi voi cac phién ban nang
cao hon, tinh ning bao vé béng mat khau Trojans dugc kich hoat dé chi hacker md&i ¢6 thé truy
cap vao may bi nhiém. FTP Trojan: tu tao thanh FTP server dé ké tan cong co thé khai thac 15i.
(Tech-FAQ, 2012).

3. Sw phat trién ciia Trojan horse tir niim 2000 dén nay
3.1. Rootkit
3.1.1. Khdi niém

Rootkit 1a bd cong cu phan mém gitp che gidu sy ton tai cia mot phan mém khac ma
thuong 1a Virus xam nhap vao hé théng may tinh. Hacker dung rootkit sau khi chiém duoc
quyén truy cdp vao hé thong may tinh. N6 s& che dau dit liéu hé thdng, tap tin hoic tién
trinh dang chay, tir d6 chung ta khong thé biét duoc hacker da xam nhap duoc vao hé thong
may tinh.

3.1.2. Lich st phdt trién ciia Rootkit

Rootkit 1an dau tién duoc cong khai dya trén Windows la vao nam 1999 béi Grep Hoglund
mot chuyén gia vé bao mat va la nguoi 1ap trinh website rootkit.com. Rootkit da ton tai hang
chuc ndm 1an dau tién phat trién trén hé diéu hanh Unix (Linux) va sau d6 1a Windows.
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Sysinternal phat hién Sony Rootkit da khién rootkit duoc quan tam mét cach dac biét va
nhiéu ngudi tim hiéu hoat dong ciia no. Ngay 31/10/2005 sy kién Sony Rootkit xay ra da dua
ra rootkit thanh trung tdm chu y. Sau sy kién nay, Sony da phai tién hanh g& bo rootkit trén cac
dia CD va tén khoan boi thuong 16n.

Biang cach st dung rootkit va kha ning 1én 1at ciia no, nhiing hacker méi da tim ra cach
ma&i va hiéu qua dé tan cong. Cac chuong trinh che gidu va rootkit cho thdy mét nguy co can
ké vé an ninh mang. Thyc té, ngay 6/12/2005 tap chi eweek d3 cong b6 rang c6 tdi 20% malware
bi phat hién trén Windows XP SP2 1a cac rootkit trong sd cac malware 1a 14% trong khi tai
diém cua su kién Sony Rootkit con s6 do 1 8%.

3.1.3. Déc diém ciia Rootkit

Pic diém chinh cia rootkit 1a co kha nang che dau nén néu dung cac chuong trinh tir hé
thong nhu: “Registry Editor”, “Find Files”, “Task Manager” thi khong thé phat hién. Tham chi
du c6 phat hién ra rootkit di nita thi x6a né di ciing khong 1a mét cach dé dang. Khong thé sir
dung cac céng cu binh thuong ma phai dung cac chuong trinh anti rootkit dac biét. Rootkit
thuong hoat dong & 2 muc thir nhat 1a mic tng dung (User-mode), thtr hai 1a mic nhan hé diéu
hanh (Kernel-mode) nén phat hién duoc chung v6 cung kho khan.

3.1.4. Tac hai cua Rootkit

Rootkit thuong duoc dung dé che ddu cac cong cu tao cac “cira sau” gitip hacker truy cap
vao hé théng dé dang hon & lan sau. N6 che dau moi loai cong cu khac co thé dung dé xam
nhap vao hé théng. Nguoi quan ly hé théng khi bi xAm nhap van khong hay biétm, hay hau qua
c6 thé mang lai cho chil so hiru cac thong tin, dit liéu 14 vo cung 1on, tham chi trong thoi gian
dai. Cach tot nhat dé tranh bi nhiém Rootkit chinh 1a thué may chii 4o dé luu trit tir nhitng nha
cung cap dich vu chuyén nghiép dé chay cac chuong trinh ciing nhu luu trit di liéu quan trong.
Long Van (2014).

Rootkit 1a phén mém ddc hai rat kho bi phat hién. Rootkit che giéu di tat ca moi thu.
Chung an minh trén may tinh cda ban va cling an hoat dong doc hai trén PC cia ban. Héng Nhi
(2018).

3.1.5. Cdch phong tranh rootkit

Rootkit 1a méi de doa cho may tinh khi rootkit da duoc cai vao hé théng tec la hé théng
d3 bi xam nhap tir trude. Cach tot nhat dé phong chéng rootkit 1 ngin chin kha nang cai dat
chung béng chién lugc phong tha nhiéu 16p. Cu thé la: Cap nhat hé théng chéng antiVirus va
phan mém gian diép; Trién khai hé théng tuong lira mang va host-based; Cap nhat cac ban va
cho hé diéu hanh va ing dung; Xiét chit hé diéu hanh; Str dung phuong phap xac thuc manh;
Khéng bao gio sir dung phan mém tir nhitng ngudn khong tin cay.
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3.2. Trojan Banker
3.2.1. Khdi niém

Banker Trojan la mot chuong trinh may tinh doc hai duoc thiét ké dé truy cap vao théng
tin bi mat duoc luu trit hodc xir 1y thong qua hé thong ngan hang truc tuyén. Banker Trojan 1a
mot dang ctia con ngua Trojan va c6 thé xuat hién nhu mét phan mém hop phap cho dén khi no
duoc cai dit trén mot thiét bi dién tr.

Trojan Banker c6 hudng truy cip tir cac trang web tai chinh ngan hang dén mét trang web
khac. Khi phén mém duoc thue thi, n6 s€ tu sao chép vao may tinh chu, tao cac thu muc va
thiét 1ap cac muc Registry mdi khi khdi dong hé thong. (Will Kenton, 2018)

3.2.2. Lich sw cua Trojan Banker

Tiny Banker lan dau tién duoc phat hién vao nam 2012, khi n6 dugc phat hién da lay
nhiém cho hang nghin may tinh & Tho Nhi Ky. Sau khi duoc phat hién, ma ngudn ban dau cia
phan mém doc hai da bi 10 ri truc tuyén va bat dau trai qua cac ban stra d6i riéng 1, khién qua
trinh phat hién kho khan hon d6i véi cac to chirc. Tuy nhién, Tinba dugc phat hién c6 kich
thudc nho khién phan mém doc hai khé bi phat hién hon. Vi chi 20KB, Tinba nhé hon nhiéu
so voi bat ky loai Trojan nao da biét. Dé tham khao, kich thudc tép trung binh ciia mét trang
web trén may tinh dé ban 1a khoang 1.966 KB. (Wikipedia, 2020).

Trojan Banker dau tién 1a Zeus/Zbot, xuat hién vao nam 2007. N6 nhanh chong trd nén
pho bién va cho phép cac nhom tdi pham mang danh cap hang tram triéu d6 la. Nam 2011
chtng kién su phat hanh ctia ma nguén. Diéu nay cho phép mdt nhanh va su xuat hién ciia phan
mém doc hai dua trén Zbot (nhu Spyeye hoic Citadel).

Zeus d3 cho Citadel va sau d6 cho Atmos. Vao thang 4 nam 2016, Atmos nham muc tiéu
cac ngan hang Phap: Piéu tuong tu ciing xay ra véi Gozi Trojan xuét hién vao nam 2007, ma
vao ndm 2009 da cho Trojan Banker Ursnif va Vawtrak. (Malekal.com, 2019).

3.2.3. Bién phdp khdc phuc Trojan Banker

Malwarebytes co thé phat hién va loai bé Trojan Banker ma khong can nguoi dung tuong
tac thém: Tai Malwarebytes xuéng may tinh dé ban ctia ban; Bam dup vao MBSetup.exe va
lam theo 10i nhac dé cai dat chuong trinh; Khi qua trinh cai dit Malwarebytes danh cho
Windows ciia ban hoan tat, chuong trinh s& mé ra man hinh Chao ming dén voi Malwarebytes;
Bam vao nat Bat dau; Nhap vao Quét dé bat dau Quét mdi de doa; Nhip vao Kiém dich dé loai
b6 cac moi de doa duoc tim théy; Khéi dong lai hé théng néu duoc nhic dé hoan tit qua trinh
gd bo.
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3.3. Exploit
3.3.1. Khdi niém

Thuét ngir Exploit dung dé chi cac cudc tin cong vao mdt hé théng may tinh nao d6. Pic
diém cla kiéu tan cong may tinh nay la nhitng ké xam nhap s€ tan dung triét dé mét 181 hoic 18
héng hé thong cu thé ma nhiing ké nay phat hién ra dugc. Chaupm (2018)

3.3.2. Lich sw cua Exploit

Dit liéu ctia 1 ty nguoi dung bi 1o ri d6 1a vu hack xay ra nhiéu nim trudc d6 duoc Yahoo
tuyén bd vao nam 2006. Nhitng ké tan cong da truy cdp tAn cong vao tai khodn email cia nguoi
dung vi mat khau duoc bao vé boi MD5, mét thuat toan hash yéu va 15i thoi.

Mot trong nhitng cudc tan cong khai thac 16 hong ndi tiéng nhat trong nhiing nim gan
day 1a Eternal Blue, tin cong vao mdt 16 hong duoc va trong giao thirc Windows Server Message
Block. Cudc tan cong nay duoc cong bd boi nhom Shadow Brokers va sau d6 duoc tiép tuc st
dung trong cac cudc tan cong ransomware WannaCry va NotPetya.

Mot ban va da dugc phat hanh vao dau nam 2017 cong ty bao céo tin dung Equachus da
gip phai mot cude tan cdng vi pham dit liéu nghiém trong, sau khi nhiing ké tin cong khai thac
15 hong trong framework Apache Struts, duoc sir dung trong mét ing dung web cta cong ty,
nhung Equachus d3 khong cip nhat tng dung web ciia minh cho dén khi phat hién ra ké tan
cong. (Duong Nguyén, 2019).

3.3.3. Cdc logi tdn cong

Tan cong exploit cé thé duoc phéan loai theo mot s6 cach khac nhau, tuy thudc vao cach
tan cong exploit hoat ddng va loai tn cong nao dugc sir dung. Zero-day 1a kiéu tin cong quen
thudc nhat, tan cong 16 hong zero-day. Lo hong zero-day xdy ra khi mot phan mém - thuong 1a
g dung hodc hé diéu hanh - mang 15 hong bao mat quan trong ma nha cung cap khong biét.
Lo héng bao mat nay chi thuc sy duoc cha y dén khi hacker tan cong va bi phat hién, va tu do
xuat hién thuat ngir zero-day. (Chaupm, 2018).

3.3.4. Phuong thirc hoat dong cua Exploit

Phuong phap phd bién nhét 1a khai thac tir cac trang web doc hai. Nan nhan ¢ thé v tinh
truy cap mot trang web nhu vay hodc ho co thé bi lira nhap vao lién két dén trang web ddc hai
trong email phishing hodc quang cao ddc hai.

Phan mém ddc hai ¢6 thé duoc sir dung cho nhiing cudc tn cong vao cac trinh duyét khac
nhau xuét hién nhiing 16 héng, tor mot trang web doc hai hodc tr mét trang web da bi hack. Cac
trang web doc hai duoc st dung dé khai thac 15 hong may tinh duoc trang bi bang bd cong cu
hodc phan mém.
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Khai thac 18 hong tu dong, chang han nhu béi cac trang web doc hai, thuong bao gom hai
thanh phan chinh: Exploit code va shell code. Exploit code 1a phan mém c¢b gang khai thac 16
hong da biét. Shell code 1a payload ciia phan mém duoc thiét ké dé chay khi hé thong dich bi
xam pham. Cai tén shell code xudt phat tir thuc té 1a mot s6 cac payload nay co thé mé shell dé
chay nhiing 1énh chéng lai hé thong dich. (Duong Nguyén, 2019).

3.4. Keylogger
3.4.1. Khdi niém

Keylogger thuong 1a mot phan mém nho gon nhung nguy hiém tham chi 1a mét thiét bi
phan cing voi kha nang ghi lai moi phim bAm ma ngudi dung d3 nhan trén ban phim. Tong hop
két qua clia cac t6 hop phim nay, ké cai dat keylogger ¢o thé thu duoc tin nhan ca nhan, noi
dung email, s6 thé tin dung va di nhién nguy hiém nhat 1a moi loai mat khau cua nguoi dung.

3.4.2. Cdch thikc hoat dong cua Keylogger

Keylogger thudc dang phan mém thudng chay ngam trén may tinh, ghi lai tat ca cac phim
bam ma nguoi dung nhap vao. Dé tranh viée gui dit liéu thuong xuyén khién cho nguodi dung
chu ¥, cac goi phan mém nay duoc tao ra v6i muc dich giri di nhimng dit liu ¢6 hiru dung.

Pé tang tinh hiéu qua, keylogger cling thuong duoc két hop véi mot sd loai phan mém
theo ddi khac, nhd vay ké xam nhép co thé phan biét duoc cac thong tin ma nguoi dung nhap
vao khi chat chit vo nghia vé1 céc thong tin nhap vao khi dang dang nhép vao tai khoan ngan
hang truc tuyén.

Ké cai dit keylogger thuong s& phai sir dung cong cu dé quét qua toan bd file log ghi lai
tat ca nhirng gi nguoi dung da nhap vao trong sudt thoi gian bi theo ddi, tir d6 loc ra ca nhiing
thong tin nhu ndi dung tim kiém Google, comment trong mét topic...

Hién nay, phan mém Keylogger khong chi st dung trong td chic cong nghé thong tin
nham hd tro cong viée khic phuc su co k¥ thudt mang. Hacker mii den c6 muu dd x4u cai dat
nham &n cap mat khau dang nhap vao mang xa hoi, tai khoan ngan hang online, cac thong tin
bi mét.... (Hoang Béch, 2018)

3.4.3. Cdach phong chong Keylogger

Cach phong tranh hiéu qua nhét 1a diét trir toan bo cac chuong trinh dang theo d&i ban
phim. Mét s6 chuong trinh nhu 1a Keylogger Killer ctia Totto quét cac process tim cac chuong
trinh theo d&i cung lac quéa nhiéu tmg dung. Thé nhung mot s6 chuong trinh tét (nhu cac chuong
trinh giup gd ban phim Unikey, Vietkey) ciing dung cach nay nén c6 thé gay diét 1am.

Nhung diém giy kho khin nhét cia cach dung nay 1a da s cac chuong trinh st dung t6t
déu phai tra tién (vi du nhu Spyware Doctor cia Pctools, McAfee, Antispyware ciia McAfee,
Bitdefender...). Pay ciing 1a méot s6 cach phong tranh keylogger: D6i trat ty gd phim;
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Copy chudi ky tu; Dung phan mém diét Virus; Cai dit thém tuong Ira trong hé diéu hanh, trinh
duyét dé gitup keylogger khong thé cai dit va xam nhap duoc trén may tinh ciia ban; Dung ban
phim 4o. (Hoang Bach, 2018)

3.5. Trojan Dropper
3.5.1. Khdi niém

Dropper 1a mot phan mém hay chuong trinh thiét ké cha yéu dé chuyén mét payload dén
hé thdng muc tiéu. Muc tiéu chinh ctia Dropper la cai d¢it ma malware vao may tinh muc tiéu,
tranh khoi canh bao va phat hién. N6 st dung rat nhiéu phuong phap dé lan truyén va cai dat
malware.

3.5.2. Lich sw cua Trojan Dropper

Dropper xuat hién tir y tudng vé cac tép phan mém ddc hai c6 thé tai xudng cac mo-dun
bd sung (trc 1a Agobot, duoc phat hanh vao nam 2002).Mdt vi du tha vi vé trinh tai xudng hién
dai 1a OnionDuke (duoc phat hién vao nam 2014), dugc thuc hién béi cac nat Tor bi nhiém.
Khi nguoi dung tai xuéng phan mém thong qua proxy Tor bi nhiém ddc, OnionDuke s& dong
g6i tép gdc va thém mdt phan mém doc hai vao d6. (Malwarebyte, 2016)

3.5.3. Phuwong thirc Iy nhiém

Nguoi dung bi nhiém do st dung mét sb tai nguyén truc tuyén chua duoc xac thuc. Hau
qua ctia cac hoat dong nhu: Nhip vao cac lién két doc hai hodc truy cip cac trang web mo am;
Tai xudng cac chuong trinh mién phi khong xac dinh; Mo tép dinh kém duoc giri bang thu rac;
Cam 6 bi nhiém; Sir dung proxy bi nhiém (nhu trong truong hop cia OnionDuke).
(Malwarebyte, 2016)

Nhiing chuong trinh nay dugc tin tic tao ra dé tranh su phat hién va ngan chan cua cac
phan mém diét Virus.Tir 6, Trojan s& hoat dong ngam trong may tinh ctia nan nhan va bi diéu
khién bdi hacker. (SecurityBox, 2018)

3.5.4. Bién phdp khdc phuc

Trong nhiing truong hop nhu vay, dé thoat khéi trinh tai xudng, can phai tim va xoa cac
khoa da tao va tép an. Nhiing gi con lai 1a thuc hién cac budce thich hop dé vo hiéu hoa. Mtc
d0 kho khan cua viéc lam sach hé théng khéc nhau vi tai trong co thé thudc nhiéu loai khac
nhau. Cach pho bién nhat 1a st dung cac cong cu chong phan mém doc hai ty dong, chat luong
t6t va quét toan bo hé thong. Malwarebyte (2016)

3.6. Trojan FakeAV

FakeAV la phan mém diét Virus, nhung ban chat Trojan-FakeAV lai doi tién tir nguoi
dung néu mudn diét Virus hodc loai b6 18 héng trong thiét bi cua minh.

107



TRUONG DAI HQC NAM CAN THO Tap chi Khoa hoc va Kinh té phat trién s6 13

Bung n6 phan mém diét Virus gia mao - Fake AV nam 2010 da ching kién su bung nd
lugng may tinh bi nhiém Virus gia mao phan mém diét Virus, 1én dén 2.2 triéu luot, gap 8,5 lan
so v&i con s6 258 000 clia nam 2009. Phan mém gia mao lién két nguoi dung t6i cac website
gid mao quét Virus truc tuyén, nham cai dit ma ddc 1én may tinh 1a dac diém chung cua cac
FakeAV. Nguyén nhan chinh khién rat nhiéu nguoi st dung tai Viét Nam da nhiém loai Virus
nay la do thoi quen dung phan mém khéng co ban quyén.

Gi4d mao file dit li€u, xu huéng méi cua Virus hon 1,4 tri€u luot may tinh da bi nhiém
dong Virus gid mao thu muc, gid mao file anh, file word, file excel. .. Béng cach st dung icon
dé nguy trang, file thuc thi cia Virus trong co vé gidng hét mét thop muc hay mét file dit liu
dang anh, file word, file excel... (Tran Thi Hang, 2016)

3.7. Trojan IM

Céc chuong trinh Trojan-IM duoc tao ra véi muc dich danh cip thong tin dang nhap va
mat khau ciia nguoi dung thdng qua cac tng dung tin nhan tire thoi nhu ICQ, MSN Messenger,
AOL Instant Messenger, Yahoo, Skype va nhiéu hon nita. (SecurityBox, 2018)

Trojan nay nham muc tiéu dén cac tin nhan, danh cap thong tin dang nhap va mat khau cua
nguoi dung trén nén tang IM. Trojan khong chi anh hudng dén cac thiét bi nhu may tinh hay
laptop ma con anh hudng dén ca cac thiét bi di dong bao gdbm dién thoai di dong va may tinh
bang. Ngoai ra cac ung dung nay ciing ¢ thé danh cip thong tin trén thiét bi nan nhan va kiém
loi nhudn bang cach gt tin nhan SMS téi s6 dién thoai c6 phi bao hiém. (Trong Tam, 2018)

3.8. Trojan Ransomware
3.8.1. Khdi niém

Ransomware Trojan 1a mét loai phan mém duoc thiét ké ra dé€ tong tién nan nhan. Thong
thuong, Ransomware s€ yéu cau mét khoan thanh toan dé€ hoan tac cac thay doi ma Virus Trojan
da thuc hién do6i voi1 may tinh ciia nan nhan.

3.8.2. Nguon goc cua Ransomware

Ransomware co thé xAm nhap vao may tinh clia nguoi st dung khi: tim va dung cac phan
mém crack, bAm vao quang cao, truy cip web den ddi truy, truy cAp website gia mao, tai va cai
dat phan mém khong rd ngudn gdc, file dinh kém qua email spam..... (Techopedia, 2014)

3.8.3. Lich st hinh thanh va phdt trién Ransomware

Lan dau tién, Ransomware duoc phat hién vao khoang giita nim 2005 - 2006 tai Nga.
Nhitng ban bao c4o dau tién ctia TrendMicro 1a nim 2006, véi bién thé TROJ CRYZIP.A - 1
dang Trojan sau khi xam nhdp vao may tinh cia nguoi dung, s€ lap tirc ma hda, nén cac file hé
théng béng mat khéu, déng thoi tao ra cac file * txt véi ndi dung yéu cAu nan nhan tra phi 300%
dé 13y lai dit liéu ca nhan. Dan dan phat trién theo thoi gian, cac Ransomware tin cong tiép dén
cac file van ban va hé thong nhu * DOC, * XL, * DLL, * EXE...
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Néam 2011 mot dang khac cua Ransomware la SMS Ransomware da dugc phat hién. Cach
thirc cia SMS Ransomware do6 1a nguoi dung phai gui tin nhén hodc goi dién thoai dén s6 dién
thoai cua hacker, cho dén khi thuc hién xong tha tuc chuyén tién cho hacker.

TrendMicro di ghi nhin duoc rat nhiéu vu tin céng xay ra khip Chau Au vao dau
nam 2012. 1 bién thé Ransomware khac da ting lay lan rat manh & 2 khu vuc chinh 1a Phap va
Nhat, cung véi cach thic hoat dong cia Ransomware nguyén ban. (TOP9XY, 2015),
(RANSOMWARE Techopedia, 2014)

3.8.4. Cdch thurc hoat dong cuia Ransomware

Khi d3 xam nhap va kich hoat trong may tinh ctia nguoi dung, Ransomware s& dong thoi
thuc hién céac tac vu nhu sau: khoa man hinh may tinh, ma héa bat ky file tai liéu nao ma n6 tim
duoc, tAt nhién 1a s& c6 mat khau bao vé.

Néu truong hop 1 xay ra, ngudi dung s& khong thé thuc hién duoc bat ky thao tac nao
trén may tinh. Con truong hop thir 2 thi Ransomware s€ ma hoa toan bd céc file van ban (thuong
la file Office nhu *.doc, * xls... file email va file * pdf), nhiing file nay s& bi d6i dudi thanh
nhitng dinh dang nhat dinh nao d6, c6 mat khau bao vé, ban khong thé thuc hién bat ky thao tac
nao nhu copy, paste, ddi tén, ddi dudi hodc xo6a. Ransomware hodc goi la Scareware c6 cach
thirc hoat dong tuong ty nhu nhitng phian mém bao mat gid mao - FakeAV (1 loai Malware).
(Techopedia, 2014)

3.9. Trojan SMS

SMS Trojan la mot loai ma ddc danh riéng cho dién thoai di dong voi muc dich la dang
ky nan nhan vao cac sé nhan tin c6 mc phi bao hiém. Vi loai dich vu nay thuong thong bao
cho nguoi dung rang anh ta di duoc dang ky thanh cong, mot sd Trojan thudc loai nay loc SMS
tlr cac s dién thoai Premium dé dé nguoi dung van khong biét vé su lay nhiém.

C6 thé thay nguoi dung khéi dong ung dung doc hai va mot tin nhan SMS da duoc giri.
Do d6, mot cudce tan cong boi loai phﬁn mém ddc hai nay, duoc thiét ké danh riéng dé nham
muc tiéu thiét bi di dong, tao ra loi nhuan cho ké tan cong. (welivesecurity.com, 2011)

3.10. So sanh sy khac nhau giita Trojan Horse, Virus va Worm

Virus: c6 thé tu cai dat chinh no vao trong céc file chay chuong trinh. Diéu nay c6 nghia
1a may tinh cta ban co6 thé chia Virus nhung chua chéc da bi anh huéng, trir khi ban cho chay
chuong trinh d6. Virus duoc phan tan qua viéc chia sé cac file hay gui mail c¢6 dinh kem
Virus.Virus khong su tac dong ciia con nguoi thi khong 13y lan dugc. Mot s6 Virus giy ra ¢o
tac tung gy phién nhidu ciing co thé giy ra cac viéc lam hong phan cing, phan mém, hodc cac
tap tin lam viéc cta ching ta thudng tat ca cac Virus duoc gin vao tap tin thuc thi .exe.

Worm: 10i dung cac tinh nang truyén file hay thong tin trén hé thong dé di chuyén. Su
nguy hiém cta worm 1a tir trong hé théng ctia ban, n6 co6 thé ty giri chinh né dén hang chuc,
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hang tram, tham chi hang ngan may khac va cir thé nhan 1én, lam cho cac may chil web, may
chi mang, va cd may tinh bi tran b nhé dén muc khong thé hoat dong nira. P tuong dé bi
worm tan cong: don vi cho thué may chu, cac server game, cac server ngan hang, server toa
soan bao dién tu,. ..

Trojan: Trojan xuat hién lac dau nhu 1a mot phan mém co ich, nhung no s& ngay lap tic
tré nén nguy hiém ngay khi ban cai n6 hay chay né lan dau tién trén may tinh. Vi dy: trang
download.com.vn, ban cai phan mém trén d6 la dinh quang cdo. Khi Trojan duoc phan tan dén
may khac, thong thuong bén nhan sé& chay né vi ngudi dung sé& thay n6 nhu 1a mot phan mém
hay file dang tin cdy va duoc gii tir mot ngudn dang tin cdy. Khi Trojan dugc kich hoat trén
may tinh ctia ban thi hiu qua ma n6 giy ra c6 thé s& khac nhau. Gitip cho ké la c6 thé tham nhap
vao hé théng mé cong va lam hu hai hay lay cip thong tin. Khong gidng nhu Virus va worm,
Trojan khong phan tan bang cach lam cho cac file khac nhidm ciing nhur khong tu né nhan ban
1én dugc. (VDO Data, 2019).

4. Két luan

Tom lai, bai bao nay d trinh bay vé lich sir phat trién cia Trojan Horse trong giai doan
tir nim 1974 dén ndm 2000 va tir nam 2000 dén nay. Bai bao ciing d4 tong hop kha day du va
sdu sic vé Trojan Horse va day du nhat cho dén nay. Tuy nhién, con mét sb loai Trojan ma bai
bao van chua dé cap vi rat it tai lidu viét vé loai Trojan d6. Qua bai bao nay di giup duoc cho
moi ngudi ndm rd hon va day da hon vé Trojan Horse. Chung t6i hy vong s& ¢ co hoi dao sau
hon dé cho bai viét duoc hoan chinh hon trong tuong lai. Bai viét ké tiép s& di siu vé nhiing
phuong phép ngén chén hiéu qua va céac k¥ thudt code ma Trojan.
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