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Tom tit: Cong nghé iimg dung vao mo hinh nha thong minh dua trén Internet van vit
(IoT - Internet of Things) phén Ién bi han ché va phdn tan. Cdc danh gid trong bai viét diroc
thuee hién dé phdan logi boi canh nghién ciiu vé g dung IoT xdy dung mé hinh nha thong minh,
nhdm cung cdp nhiing hiéu biét co gid tri vé cong nghé va hé tro cac nha nghién ciiu hiéu cdc
nén tang cé san va cdc 16 hong trong linh viee nay. Chiing t6i tién hanh tim kiém cdc bai viét
lién quan dén (1) nha thong minh, (2) vmg dung va (3) IoT trong ba co s¢ dir liéu chinh, cu thé
la: Web of Science, ScienceDirect va IEEE Explore. Cdc co so dir liéu nay chira tai liéu vé cdc
teng dung nha thong minh siv dung IoT. Tdp dir liéu thu dwoc bao gom 229 bai bdo dwoc chia
thanh bon I6p. Lop dau tién bao gom cdc bai viét danh gid va khao sat lién quan dén IoT trong
mo hinh xdy dung nha thong minh, I6p thir hai bao gom cdc tai liéu vmg dung IoT va viéc si
dung chiing, I6p thir ba chiva cdc dé xudt dé phat trién va van hanh cac vmg dung IoT, I6p cudi
ciing bao gom cdc nghién cieu thiee té dé phdt trién IoT vmg dung nha thong minh. Sau do xdc
dinh cdc dic diém co ban ciia linh vie méi nay theo cdc khia canh: st dung loT vao nha thong
minh ciing nhiing thach thirc va cdc de xudt de cdi tién.

T khéa: ting dung nha thong minh, nha & xa, nha théng minh, hé théng tw dong hoa
nha, nha ty dong, Internet of Things (loT)

Abstract: New and disruptive technology of smart home applications based on the
Internet of Things (loT) is largely limited and dispersed. To provide valuable insights into the
technological environment, to assist researchers and to understand the options available and
the gaps the evaluation is performed to map the research context into a coherent classification.
A centralized search is done for all articles related to (1) smart home, (2) application and (3)
loT in three main databases which are Web of Science, ScienceDirect and ILEE Explore. These
databases contain material focusing on smart home applications using loT. The final data set
was obtained from the classification scheme in 229 articles divided into four classes. The first
part consists of articles and surveys related to smart indoor 1oT applications. The second one
covers papers about loT Applications and their use in smart home technology. The third part
contains recommendations for frameworks for developing and operating applications. The final
part consists of studies with practical efforts to develop smart home loT applications. And then,
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it identifies the fundamental characteristics of this emerging sector according to the aspects
which are using of IloT in smart home applications, challenges hindering usage, and
suggestions for improved adoption and using smart home apps.

Keywords: smart home applications, far located home, smart homes, automatic home
systems, automatic home, Internet of Things (IoT)

1. Gioi thiéu

Nha thong minh ¢o dién, IoT, dién toan dam may (Cloud Computing) va xir ly su kién
dua trén quy téc, 1a nhitng nén tang ciia nha thong minh tién tién. Mdi nén tang dong gop cac
thudc tinh va cong nghé cot 15i ciia né. IoT thi két ndi internet va quan 1y tir xa cac thiét bi di
dong, dugc tich hop véi nhiéu loai cam bién. Cam bién c6 thé duoc gén vao cac thiét bi gia
dinh chang han nhu may lanh, dén va cac thiét bi khac. Dién toan dam mAiy cung cap kha ning
tinh toan, khong gian luu triY, phat trién cac ung dung, duy tri, thuc thi cac dich vu va truy cip
cac thiét bi gia dinh & bat ky ddu vao bat ky thoi diém nao. (D. Halabi, S. Hamdan va
S. Almajali, 2018).

Phén nay giai thich sy tich hgp cac nén tang nha thong minh ¢o dién, IoT va dién toan
dam may. Cac phan con lai s& trinh bay chi tiét vé cac nén tang. Phan 2 sé mo td ngdi nha thong
minh ¢6 dién, phan 3 gidi thiéu IoT, phan 4 trinh bay dién toan dam may, phan 5 s& trinh bay
mo-dun xir Iy su kién, phan 6 mo ta nha thong minh tién tién két hop cac nén tang nay, cudi
cung phan 7 cung cAp mot sd thong tin thuc té va cac lua chon lién quan xay dung, trién khai
nha théng minh tién tién thuc té. M6 ta thir nghiém qua ba vi du cho thdy ban chét sy tich hop
s& duoc trinh bay trong phan 8. Cudi cung, xac dinh cac van dé md va hudng di trong tuong lai
clia cac nén tang Gng dung vao nha théng minh tién tién. (Q. Lyu, N. Zheng, H. Liu, C. Gao,
S. Chen vaJ. Liu, 2019).

2. Nha thong minh trwéc nam 2010

Niam 2008, nha théng minh 1a mét ¥ tudng tu dong héa ngdi nha, lién quan dén viéc kiém
soat, tu dong hoa tat ca cong nghé tich hop trong né. N6 xac dinh noi ¢ cac thiét bi, anh sang,
hé thong suoi, diéu hoa khong khi, TV, may tinh, hé thong giai tri, thiét bi gia dung 16n nhu
may gidt/ may sdy va tu lanh/ ti dong, hé thdng an ninh va camera c6 kha ning giao tiép voi
nhau va duoc diéu khién tir xa béng thoi gian biéu, dién thoai, di dong hodc internet. Cac hé
théng nay bao gém cac cong tic va cam bién duoc két ndi toi trung tim duoc diéu khién boi
con nguoi béng thiét bi dau cudi hoac thiét bi di dong duoc két ndi vai cac dich vu dam may.
(Funk, M., Chen, L.-L., Yang, S.-W , & Chen, Y.-K_, 2018).

Vao nim 2009, nha théng minh duoc cung cdp nhiam muyc dich an ninh, st dung ning
luong hiéu qud, chi phi van hanh thép va tién loi. Viéc lép dat cac san phém thong minh mang
lai su tién loi va tiét kiém thoi gian, tién bac va nang luong. Cac hé thdng nhu vay c6 thé thich
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g va diéu chinh dé dap Gng nhu cau thay ddi lién tuc ctia cht nha. Trong hau hét cac truong
hop, co s& ha tﬁng clia n6 du linh hoat dé tich hop vdi nhiéu loai thiét bi tir cic nha cung cap
v6i nhiéu tiéu chuan khac nhau. (Ghajargar, M., Wiberg, M., & Stolterman, E., 2018).

Nam 2010, su pho bién ctia nha thdng minh phat trién véi toc d6 cao, n6 da tré thanh mot
phan ciia xu hudéng hién dai hoa va giam cac chi phi bang cach tich hop kha ning duy tri nhat
ky cac su kién, thuc hién cac quy trinh hoc may dé cung cap. (AC Jose va R. Malekian, 2018).

2.1. Dich vu nha thong minh
2.1.1. Do diéu kién nha

Néam 2010, nha thong minh dugc trang bi mot bo cdm bién dé do cac diéu kién trong nha,
chéng han nhu: nhiét do, d6 am, anh sang va khoang cach. M3i cam bién thuc hién mot chire
nang riéng nham ghi lai mdt hodc nhiéu phép do. Nhiét d6 va do am c6 thé duoc do bdi mot
cam bién hodc cac cam bién khac tinh toan ty 1€ anh sang cho mot khu vuc nhét dinh va khoang
cach tir nd dén mdi ddi tuong tiép xtc véi nd. Tat ca cac cam bién déu cho phép luu triy dit lidu
va hién thi truc quan dé ngudi dung co thé xem & bat ky dau va bat ky ltc nao. Pé 1am nhu vay,
can c¢6 mot bo xtr Iy tin hiéu, mét giao thuc truyén thdng va mot may chu luu trit trén co so ha
tang dam may. (N. Ghosh, S. Chandra, V. Sachidananda va Y. Elovici, 2019).

2.1.2. Quén ly thiét bi gia dung

Néam 2010, cac dich vu dam may duoc tao ra dé quan ly va luu trit dir li€u cac thiét bi gia
dung. Viéc quan 1y cho phép nguoi dung kiém soat ddu ra cia thiét bi truyén dong thong minh
lién quan dén cac thiét bi gia dung, chang han nhu dén va quat. Thiét bi truyén dong théng minh
la céc thiét bi, chéng han nhu van va cong téc, thuc hién cac hanh ddng nhu bat hodc tat hodc
diéu chinh hé thong hoat dong. Bo truyén dong cung cap nhiéu chirc nang khac nhau, ching
han nhu dich vu van bat/ tét, dinh vi ty 1€ phﬁn tram mo, diéu chinh dé kiém soat cac thay ddi
vé diéu kién dong chay, tat khan cap (ESD). Pé kich hoat thiét bi truyén ddng, 1énh ghi k¥ thuat
s6 duoc cap cho thiét bi truyén dong. (Jenkins, T., 2015).

2.1.3. Kiem sodt viéc ra vao nha

Néam 2010, céng nghé truy cap vao ngdi nha thong minh thudng duoc st dung cho céc
clra ra vao cong cong. Hé thong nay thuong str dung co sé dit liéu véi cac thude tinh nhan dang
nhitng ngudi ¢ quyén truy cap. Khi mét nguoi dang tiép can hé thong kiém soat truy cap, cac
thudc tinh nhan dang cta ngudi do dugc thu thap ngay 1ap tirc va so sanh véi co so dit lidu. Néu
n6 khép voi dit liéu co sé dit lidu, quyén truy cap duoc cho phép, néu khdng, quyén truy cap bi
tr choi. DI véi mot hé théng phan tan rong, s€ st dung cac dich vu dam may dé thu thap va
xu ly dir liéu cia nguot mudn truy cap. Mot sO su dung thé tir hoac thé nhan dang, s6 khac st
dung hé théng nhan dang khuén mét, van tay va RFID. (A. Yang, C. Zhang, Y. Chen,
Y. Zhuansun va H. Liu, 2020).
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Vi du trong mét trién khai, thé RFID va dau doc RFID di duogc sir dung. Nhitng ngudi
duoc ty quyén déu co thé RFID. Nguoi nay quét thé qua dau doc RFID dit gan cira. ID duoc
quét va gii qua internet dén hé théng dam may. Hé thong da ding ID 1én dich vu kiém soat dé
so sanh ID dd quét voi cac ID duoc Gy quyén trong co s dit liéu. (Manzini, E., & Vezzoli,
C., 2003).

2.2. Cic thanh phan chinh

Cam bién dé thu thap dit liéu bén trong va bén ngoai ngdi nha va do cac diéu kién trong
nha. Cac cam bién nay duoc két ndi véi chinh ngdi nha va vai cac thiét bi gan lién trong nha.
Nhitng cam bién nay khong phai la cam bién IoT, dugc gin vao cac thiét bi gia dung. Dit liéu
cua cam bién duoc thu thap va lién tuc chuyén qua mang cuc bd dén may chu cua nha thong
minh. (Pandey, S., 2018).

Bo xu ly dé thuc hién cac hanh dong cuc bo va tich hop. N6 cling cé thé duoc két ndi véi
dam may cho cac irng dung yéu cau tai nguyén mé rong. Dir liéu cua cam bién sau d6 duoc xu
ly bdi cac quy trinh cia may chu cuc bo. (Roos, G., 2016).

Mot tap hop cac phan mém duoc dong goi dudi dang API, cho phép cac tng dung bén
ngoai thuc thi n6 va truyén cac tham s6 da dugc xac dinh trude. Mt API nhu vy co thé xa ly
dir liéu cam bién hodc quan ly cac hanh dong can thiét.

B6 truyén dong cung cap va thuc hién cac Iénh trong may chu hodc cac thiét bi diéu khién
khac. N6 chuyén hoat dong bat budc sang ct phap 1énh ma thiét bi co thé thyuc thi. Trong qua
trinh xr 1y dit liéu cua cam bién d3 nhan, n6 ¢6 nhiém vu kiém tra xem cac quy tac dung hoac
sai va khoi chay mot 18nh t6i bo xir 1y thiét bi thich hop. (Ryan, A., 2014).

Co s¢ dit liéu luu trir cac thong tin thu thap tir cac cam bién va cac dich vu dam may, no
duogc st dung dé phan tich, trinh bay va hién thi dix liéu. Dt liéu da xir ly dugc luu trong co s&
dit liéu dé st dung trong tuong lai. (Ryan, W., Stolterman, E., Jung, H., Siegel, M., Thompson,
T., & Hazlewood, WR ., 2009).

3. Tong quan vé Internet van vt

M0 hinh Internet of things (IoT) dé cap dén cac ddi tuong thiét bi duoc két ndi véi
internet. C4c thiét bi nhu cam bién va thiét bi truyén dong duoc trang bi giao dién, bo xir 1y, bd
nhd va cac phan mém. N6 cho phép tich hop cac ddi tuong vao internet, thiét 1ap su tuong tac
gilta con nguc‘yi va thiét bi, gitra cac thiét bi vi nhau. Cong nghé quan trong cia IoT bao gém
nhan dang tan s6 vo tuyén (RFID), cong nghé cam bién va cong nghe thong minh. RFID la nén
tang va cot 13i cia viée xay dung IoT. Kha nang xu ly va giao tiép cung véi cac thuat toan cia
n6 cho phép tich hop nhiéu thanh phan khac nhau dé hoat dong nhu mdt thé thong nhat, dong
thoi ciing cho phép dé dang bd sung va loai bé cac thanh phan, viéc nay lam cho IoT tré nén
manh mé& va linh hoat dé tiép nhan cac thay d6i. Pé giam thiéu viéc st dung bang théng, nd
dang sir dung JSON, mot phién ban nhe gon cia XML, cho céac thanh phén va tin nhin ngoai
hé théng. (Sayar, D. & Er, 0., 2018).
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4. Dién toan dim may va dong gop ciia n6é cho IoT va nha théng minh

Pién toan dam may la mot nhom tai nguyén may tinh dugc chia sé san sang cung cip
nhiéu loai dich vu dién toan & cac cép dd khac nhau, tir co sé ha tﬁng dén cac dich vu ung dung
phtrc tap nhat, dé dang phan bd va phat hanh hodc tuong tac v6i nha cung cap dich vu. Trén
thuc té, nd quan 1y tai nguyén may tinh, luu trit va truyén thong duoc nhiéu ngudi dung chia sé
trong mot moi trudong 4o hoa va cd 1ap. (MR Alam, MBI Reaz va MAM Ali, 2018).

IoT va nha théng minh co thé tan dung duogc cac loi ich tir cac tai nguyén va chic nang
rong 16n cia dam may dé bu dap han ché cua nd trong luu trit, xir 1y, giao tiép, hd tro theo nhu
cau, sao luu va phuc hdi. Vi du: dam may co thé hd tro quan 1y, dich vu IoT va thuc thi cac Gmg
dung bd sung bang cach st dung dit liéu do no tao ra. Nha théng minh c6 thé duoc ¢6 dong, chi
tap trung vao cac chiic nang co ban va quan trong, do do, giam thiéu tai nguyén cuc bd do dua
vao cac kha nang tai nguyén dam may. Nha thong minh va IoT sé tap trung vao thu thap dir
liéu, xtr 1y co ban va truyén thong tin 1én dam may dé xu 1y tiép. Vi cac thach thirc bao mat,
dam may bado mat cao voi dit li€u riéng tu va cac dir li€u khac s€ cong khai. (A. Bassi va G.
Hom, Internet of things ndm 2020).

IoT, nha thong minh va dién toan dam may khong chi 1a sy hop nht cta cac cong nghé.
Pung hon, 1a sy cin bang giita tinh toan cuc bd va tdp trung cung véi viée toi uu hoa viée st
dung tai nguyén. Mot tac vu dién toan co thé duoc thuc hién trén ToT va cac thiét bi gia dinh
thong minh hodc duoc thué ngoai trén dam may. Viée tinh toan phu thudc vao su can bang tong
chi phi, tinh kha dung cua dit liéu, mac d6 phu thudc cua dit liéu, luu luong van chuyén dir liéu,
muc do phu thudc vao truyén thong va cac bao mat. Mot mét, md hinh dién toadn lién quan dén
ba thanh phan 1a dam may, IoT va nha thong minh s& giam thiéu chi phi ciia toan bd hé thong,
thuong tap trung hon vao viéc gidm tai nguyén trong ngoi nha. (Verbeek, P.-P., 2015).

Mot b vi du vé cac dich vu chim séc stre khoe duoc cung cép bdi tich hgp dam may va
IoT: quéan ly thong tin ding cach, chia sé ho so chim séc stc khoe dién tir cho phép cac dich
vu y té chat luong cao; quan ly dit liéu cam bién cham séc strc khoe, 1am cho thiét bi di dong
pht hop dé cung cap dir liéu y té, bdo mat quyén riéng tu va do tin cdy bang cach nang cao bao
mat dir liéu y té, tinh kha dung cua dich vu va du phong, cac dich vu hd tro sinh hoat thoi gian
thuc va thuc thi trén dam may cac dich vu y té dua trén truyén thong da phuong tién. (Verbeek,
P.-P., 2016).

5. Xir Iy sw kién tap trung, mdt hé théng dua trén quy tic

Nha théng minh va IoT rit phong phu véi cac cam bién, tao ra ludng dir liéu 1on dudi
dang tin nhan hoic su kién. Xtr ly dit li€u nay vuot qué kha nang ctiia con nguoi. Do d6, cac hé
thong xtr 1y su kién d& duoc phat trién va st dung dé phan hdi nhanh hon véi cac sy kién da
phan loai. Trong phan nay, tap trung vao cac hé théng quan 1y quy tic gin lién véi cac su kién
dé thuc hién nhirng thay d6i hé thong khi su kién xay ra. Nguoi dung co thé xac dinh quy tic
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kich hoat sy kién va kiém soat viéc cung cap dich vu thich hop khong. Quy tic bao gém cac
diéu kién cta sy kién, mau su kién va thong tin lién quan dén tuong quan c6 thé duoc két hop
dé tao mé hinh cho cac tinh huéng phuc tap. N6 da duoc thuc hién trong mot ngoéi nha thong
minh dién hinh va d4 ching minh sy phu hop ctia né d6i véi mot hé thong hudng dén dich vu.
(I. Androutsopoulos, J. Koutsias, KV Chandrinos, G. Paliouras va CD Spyropoulos, 2019).

Heé théng co thé xir 1y mot lugng 16n su kién, thue thi cac chiic nang giam sat, diéu hudng
va t6i uu hoa cac quy trinh voi thoi gian thuc. N6 phat hién va phan tich cac diém bat thuong
hodc ngoai 18 va tao ra cac phan ung chii dong/ thich Gng, chang han nhu canh b4o va ngin
chdn cac hanh dong thiét hai. Céc tinh huéng duoc mo hinh héa boi giao dién than thién véi
ngudi dung cho cac quy tic do su kién kich hoat. Khi can thiét, no s& chia chiing thanh cac yéu
td don gian, dé& hiéu. M6 hinh dé xuit c6 thé duoc tich hop lién mach vao nén tang xur 1y su kién
phan tan va hudng dich vu. (Apple, 2018).

Qua trinh danh gia dugc kich hoat boi cac su kién cung cép trang thai moi nhit va thong
tin tir moi truong lién quan. Két qua 1a mot biu d6 quyét dinh dai dién cho cac quy tic. N6 ¢o
thé chia nho cac tinh huéng phure tap thanh cac diéu kién don gian va két hop chung véi nhau,
tao ra cac diéu kién phuc tap. Pau ra la mot su kién phan hoi duoc dua ra khi mot quy tac duoc
kich hoat. Céac su kién d3 kich hoat c6 thé duoc str dung lam dau vao cho cac quy tac khac dé
danh gia thém.

Hanh ddng tao ra cac su kién phan héi, kich hoat cac hoat dong phan hoi. Cac mau su
kién co thé khop voi chudi su kién theo thoi gian, cho phép mé ta cac tinh hudng cé lién quan
dén su xuit hién cua cac su kién. Vi du, khi cra mé& qua lau. (R. Petrolo, V. Loscri va
N. Mitton, 2017).

Nhiing thach thirc duoc biét dén véi mo hinh nay: ciu tric cho cac su kién va dir lidu
da xir 1y, cau hinh dich vu va bd diéu hop cho cac bude xt 1y, bao gdm cac thong s6 dau vao
va dau ra ciia chiing, giao dién v&i hé thdng bén ngoai dé cam nhén dit liéu va phan héi bang
cach thuc hién cac giao dich, cu truc cho céac su kién va dir liéu da x ly, bién doi dix liéu,
phan tich dit liéu va tinh bén bi. N6 cho phép mé hinh hoa cac su kién nao s& duoc xu 1y boi
dich vu quy tac va cach cac su kién phan hdi s& duoc chuyén tiép dén cac dich vu su kién
khéac. Qua trinh nay rat don gian: dit liéu duogc thu thdp va nhan tir cac bo diéu hop chuyén
tiép cac su kién téi cac dich vu su kién st dung chung. (ZB Celik, E. Fernandes, E. Pauley,
G. Tan va P. McDaniel, 2019).

5.1. Ngon ngir xit ly su kién

Xu ly su kién lién quan dén viéc nidm bat va quan ly cac su kién dugc xac dinh trudc theo
thoi gian thue. N6 bat dau tir viée quan 1y cac thuc thé cia cac su kién ngay tir khi su kién xay
ra, tham chi xac dinh, thu thap dit liéu, lién két quy trinh va kich hoat hanh dong phan hoi. Dé
cho phép xt 1y su kién nhanh chéng va linh hoat, mét ngdn ngit xi 1y su kién duoc st dung,
cho phép cau hinh nhanh c4c tai nguyén can thiét dé x ly chudi hoat dong du kién cho mdi loai
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su kién. NoO bao gém hai mo-dun, ESP va CEP. ESP xtr Iy hiéu qua sy kién, phan tich n6 va
chon su kién thich hgp. CEP xtr Iy cac su kién téng hop. Ngbn ngit su ki€n mé td cac kiéu su
kién phuc tap duoc 4p dung trén ban ghi su kién. (N. Panwar, S. Sharma, S. Mehrotra, L.
Krzywiecki va N. Venkatasubramanian, 2019).

5.2. Kham phda lai quy trinh lam viéc tir cdac su kién

Trong mdt s6 truong hop, cac quy tic lién quan dén su khac biét trong chudi su kién trong
quy trinh lam viéc. Trong nhiing trudng hop nhu vay, bat budc phai hiéu chinh xac quy trinh
lam viéc va cac su kién lién quan. Dé khac phuc diéu nay, dé xuat quy trinh thiét ké nguoc dé
tu dong xem lai quy trinh cong viéc tir nhat ky su kién dugc thu thap theo thoi gian, gid s cac
su kién nay dugc sép xép theo thir tw va mdi su kién dé cap dén mot tac vu dang duoc thuc thi
cho mét trudong hop. Qua trinh xem lai co thé duoc str dung dé xac nhan trinh tu quy trinh lam
viéc bang cach do luong su khac biét gitta cac md hinh mé ta va cac lan thuc thi quy trinh thuc
té. Qua trinh xem lai bao gdbm ba budc sau: (1) xay dung bang phu thudc/ tan suét. (2) Quy nap
d6 thi phu thudc/ tan sb. (3) Tao ludi WF tir d6 thi D/ F. (S. Zhihua, 2016).

6. Nha thong minh tir sau nam 2010

Trong phan nay sé tip trung vao sy tich hop cua nha thong minh, IoT va dién toan dam
may dé xac dinh mot mé hinh dién toan méi. Co thé tim thay trong phan tai liéu cac cudc khao
sat va nghién ciru vé nha théng minh, IoT va dién toan dam mAy, cac thudc tinh, tinh ning, cong
nghé va nhuoc diém cia chung. (KR Sollins, 2019).

Vao nim 2011, md ta cac thanh phan chinh ctia ngdi nha thong minh tién tién va kha nang
két ndi gitra chung. O khéi bén trai, moi trudng nha thong minh, ¢6 thé thdy cac thiét bi dién
hinh duoc két ndi voi mang cuc bo (LAN). Diéu nay cho phép giao tiép gitra cac thiét bi va moi
truong bén ngoai. Két ndi véi mang LAN 1a mét may chi va co s dit lidu ciia nd. May chu
kiém soat cac thiét bi, ghi nhat ky hoat dong ciia no, cung cap bao cdo, tra 10i cac truy van va
thuc hién cac 1€nh thich hop. Dbéi v6i cac tac vu toan dién hodc phé bién hon, méy cha nha
thong minh, chuyén di liéu 1én dam may va kich hoat tir xa cac tac vu bang cach st dung API,
quy trinh giao dién 1ap trinh ng dung. (Y. Meng, W. Zhang, H. Zhu va XS Shen, 2018).

Niam 2012, dé chirng minh nhitng loi ich ciia ngdi nha théng minh tién tién, sir dung RSA,
mot thuit toan mat ma bat dbi xung manh m¢, tao ra mét khoa cdng khai va riéng tu dé ma hoa/
gidi ma cac tin nhan. St dung khoa cong khai, moi ngudi déu co6 thé ma hoa mdt tin nhén,
nhung chi nhitng ngudi giir khoa riéng tu méi c6 thé gidi ma tin nhan da gii. Viéc tao ra cac
khoa va ma hoa/ giai mi cac thong diép, bao gdm céc tinh toan mé rong, doi hoi khong gian bd
nhd va sirc manh xit Iy dang ké. Do d6, né thuong duoc xt 1y trén cac may tinh manh duoc xay
dung dé dap tng cac tai nguyén can thiét. Tuy nhién, do tai nguyén c6 han, viéc chay RSA
trong mot thiét bi ToT gﬁn nhu 1a khong thé, va do d6, tao ra mot 16 héng vé bio mat trén
Internet. Giai quyét van dé bao mat bang cach két hop stirc manh cua cac bd xir 1y nha thong
minh cuc bd dé tinh toan mét s6 phép tinh RSA va chuyén tiép cac tac vu dién toan phurc tap
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hon 1€n trén dam may xu ly. Sau do, két qua sé& duoc chuyén tré lai cam bién ToT dé duoc bién
dich va lép rap lai véi nhau, nham tao ra ma giai ma/ma hoa RSA. Vi du minh hoa luéng dir
liéu giita cac thanh phan nha thong minh tién tién. Trong d6, mdi thanh phan thyc hién ngin
xép hoat dong cla riéng minh dé tao ra dau ra duy nhét cta no. Tuy nhién, trong truong hop
cac nhiém vu phuc tap va dién ra trong thoi gian dai, né s€ chia nhiém vu thanh céc tac vu con
dé thuc thi bdi cac thanh phﬁn manh hon. Dé cap dén vi du RSA, thiét bi ToT bat dau yéu cau
tao khoa ma hoa va giri mot thong bao yéu cau dén ing dung RSA chay trong may tinh trong
ngdi nha thdng minh véi p va q 1a cac sd nguyén t, khi p va q duoc chap nhan, ma mi hoa
duoc tao. Trong giai doan sau, thiét bi IoT dua ra yéu cau ma hoa tin nhan cho may tinh, sir
dung khoa ma hoa RSA duoc tao gan day. Sau d6, thong diép duoc ma hoa s& dugc chuyén trd
lai thiét bi ToT dé thuc hién thém. Mdt kich ban tuong tu co thé x4y ra theo hudéng nguoc lai,
khi mot thiét bi ToT nhan duoc thong bao, nd cé thé yéu cau nha thong minh gidi ma no.
(P. Rajiv, R. Raj, va M. Chandra, 2016).

Nam 2014, cac kich ban RSA mé td viéc st dung sitc manh cta dién toan dam may, kha
nang tinh toan bao mat cia ngdi nha thong minh va cudi cung 14 sirc manh cia thiét bi IoT.
N6 ching minh ring néu khong ¢ sy hop tac tu dong nay, RSA s& khong thé duoc thuc thi &
cap do IoT. (E. Fernandes, J. Jung va A. Prakash, 2016), (H. Lee, CR Ahn, N. Choi, T. Kim va
H. Lee, 2019).

Vao nam 2015, mot vi du thuc té 1a mat so6 thiét bi tach o1, chéng han nhu 16 nudng, ndi
nau va chao trén bép ga dang hoat dong. Ngudi dung roi khoi nha ma khong tét cac thiét bi nay.
Trong trudng hop nay cac IoT c6 lién quan d3 duoc diéu chinh dé tu dong tit dua trén cac quy
tac duoc xac dinh trudc. Néu khong, ngdi nha thong minh nhén ra nha khong c6 ai & nha bang
cach xac dinh (cira nha dugc moé va sau d6 khoa, nha dé xe duoc mo, 0 t6 roi di, céng chinh
duoc mé va sau do dong lai) va sé€ tat tat ca cac thiét bi dang hoat dong dugc phan loai 1a rii ro
trong truong hop vang mit va no sé giri mot tin nhan dén danh sach giri thu duoc xac dinh trong
truong nay. (A. Jacobsson, M. Boldt va B. Carlsson, 2016), (H. Lee, CR Ahn, N. Choi, T. Kim
va H. Lee, 2019).

7. Céc khia canh thue té va cin nhic trién khai cho ToT va nha théng minh

Nha thong minh c6 ba thanh phan: phan cing, phan mém va giao thic truyén thong. No
c6 nhiéu tng dung k¥ thuat s6 cho ngudi dung. M6t s6 linh vuc tu ddng hoa ngdi nha da kich
hoat két ndi IoT, chiang han nhu: diéu khién anh sang, lam vudn, an toan va an ninh, chit luong
khong khi, giam sat chat luong nudc, tro 1y giong néi, cong tic, khoa, dong hd do nang luong
va nudce. (S. Madakam va H. Date, 2016).

Cac thanh phan nha thong minh tién tién bao gdm: cam bién IoT, cong, giao thirc, phan
sun, dién toan dam may, co so dit liéu, phan mém trung gian va cong. Dam may IoT c6 thé
duoc chia thanh nén tang dudi dang dich vu (PaaS) va co sé ha tﬁng dudi dang dich vu (IaaS).
Trinh bay cac thanh phan chinh cta ngdi nha thong minh tién tién duoc dé xuat va két néi véi
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ludng di liéu giita cac thanh phan cta no. (S. Madakam va H. Date, (2016)), (H. Lee, CR Ahn,
N. Choi, T. Kim va H. Lee, 2019).

Ung dung nha thdng minh cap nhat co so dit lidu ngdi nha trén dam may dé cho phép
nhiing nguoi & xa truy cdp va nhan duogc trang thai moi nhat cia ngdi nha. Mot nén ting
IoT dién hinh bao gém: bao mat va xac thuc thiét bi, quan tri thiét bi, giao thuc, thu thap
dit liéu, truc quan hoa, kha nang phan tich, tich hop véi cac dich vu web khac, kha ndang mé
rong, API cho ludng thong tin thoi gian thuc va thu vién ngudn mé. Cam bién IoT cho tu
dong hoa ngdi nha duoc biét dén véi kha ning cam bién cua ching, chang han nhu: nhiét
40, 46 sang, muc nude, thanh phan khong khi, camera giam sat video, giong néi/ am thanh,
ap suét, d6 am, gia toc ké, hong ngoai, rung dong va siéu am. Mot sd cam bién nha théng
minh dugc st dung phé bién nhat 1a cam bién nhiét do, hau hét 1a cam bién ky thuat sd két
qua cuc ky chinh xac. Vi du nhu cam bién Lux do do sang. (K. Markantonakis, RN Akram
va MG Msgna, 2015).

Cam bién thanh phan khong khi duoc cac nha phat trién st dung dé do cac thanh phan cu
thé trong khong khi: giam sat CO, do muc khi hydro, do nito oxit, mirc khi nguy hiém. Hau hét
chung déu can mot thoi gian nhat dinh trude khi dua ra cac gia tri chinh xac. May quay video
duoc st dung dé giam sat va phan tich, duoc két néi téc d6 cao. Nén st dung bd xi 1y Raspberry
Pi vi m6-dun may anh cua no rat hiéu qua do co dau ndi linh hoat, duoc két ndi truc tiép véi bo
mach. (P. Kumar, A. Gurtov, J. linatti, M. Ylianttila, va M. Sain, 2016).

May do am thanh dugc st dung rong rai cho muc dich giam sat, phat hién am thanh va
hanh déng phu hop. Mét s6 tham chi ¢o thé phat hién mirc do tiéng on cuc thap va tinh chinh
gilta cac muc do tiéng dn khac nhau.

Cam bién dd 4m cam nhan mic d6 am trong khong khi cho nha thong minh. B¢ chinh
x4c ciia n6 phu thudc vao thiét ké va vi tri cam bién. Mot s6 cam bién nhat dinh nhu DHT22,
duoc ché tao dé tao mau nhanh, s€ luon hoat dong kém hon khi so sanh vai cac cam bién chat
luong cao nhu HIH6100. (H. Lee, CR Ahn, N. Choi, T. Kim va H. Lee, 2019).

Giao thuc giao tiép thong minh trong nha nhu: bluetooth, Wi-Fi hoic GSM. Bluetooth
thong minh hodc giao thirc khong diy nang luong thap voi kha ning phan phdi ludi va cac thuat
toan ma hoa dix liéu. Zigbee 1a giao thire dua trén tan s6 vo tuyén tuan suat thap duoc ndi mang
cho IoT. Giao thirc X10 st dung hé thong day dién dé truyén tin hiéu va diéu khién. Giao tiép
Insteon, khong day va c6 ddy. Z-wave chuyén vé tu dong hoa ngdi nha an toan. UPB, st dung
duong day dién hién co. ANT la mét giao thuc nang luong cuc thap dé xdy dung cac cam bién
cong suit thap voi kha nang phan phéi ludi cao. Cac giao thirc duoc uu tién 1a bluetooth ning
luong thap, song Z, Zigbee va ludng. Viéc két ndi cong bao gdm: két ndi dam may, cac giao
thic dugc hd tro, d6 phuc tap tuy chinh va hd tro tao mau. (M. Bassoli, V. Bianchi, va
I. De Munari, 2018).
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Moé-dun: cac goi phan mém, duoc quan 1y trong lac chay, dinh hudéng dich vu, quéan 1y su
phu thudc gitra cac gdi, 16p; kiém soat vong doi ctia cac goi, 16p dich vu; xac dinh mé hinh giao
tiép dong gitra cac mod-dun khac nhau, cac dich vu thuc té - day 1a 16p ung dung. Lop bao mat:
tuy chon, tan dung kién trac bao mat cua Java 2 va quan 1y quyén tir cac mo-dun khac nhau.
(GV Vivek va MP Sunil, 2015).

OpenHAB la mét khudn khé, két hop tu dong hoa cac thiét bi gia dinh va céng két ndi
IoT cho ng6i nha thong minh. Céc tinh nang ciia nd: cdng cu quy tac, co ché ghi nhat ky va trou
tuong hoa giao dién nguoi dung.

Viéc trién khai blockchain vao mang gia dinh c6 thé dé dang thuc hién véi Raspberry Pi.
Mot 16p bao mat blockchain gitta cac thiét bi va cong ¢o6 thé duoc thuc hién ma khong can phai
cai tién 16n voi ma hién co.

8. Vi du vé nha théng minh va ToT

C6 thé tim théy trong cac tai li€u va bao cao thuc té, nhiéu trién khai tich hop khac nhau
gitta ba phan chinh: nha thong minh, IoT va dién todn dam may.

8.1. Phat hién ro ri nudc va cach phong ngira

Budc dau tién la trién khai cdm bién nudc dudi moi ngudn 1o i tiém an hop ly va cam
bién van nudc chinh tu dong cho toan bd ngdi nha, di€u ndy c6 nghia 1a ngdi nha dugc coi nhu
mot IoT.

Trong truong hop cam bién nudc phat hién 1o ri nudc, nd s€ gt mét su kién dén trung
tam, sy kién nay s& kich hoat ing dung “tat van”. Sau d6, ung dung diéu khién gia dinh sé& g
1énh “tat” dén tat ca cac thiét bi IoT duoc xac dinh véi viée ngung nudc va sau dé gui 1é€nh “tir”
dén van nudc chinh. Thong bao cap nhat duoc giri qua hé théng nhan tin. Thiét 1ap nay gitp
bao vé khéi cac trudng hop ngudn nudc 1a tir hé thdng dng nudce trong nha. Cau hinh co ban
gia dinh tich hop théng qua tin nhin va Iénh giita nha théng minh va hé thong diéu khién IoT.
N6 thé hién su phu thudc va nhiing két qua cé loi cua viée két hop nha thong minh va IoT.
(YAN Wenbo, WANG Quanyu, va GAO Zhenwei, 2015).

8.2. Pau bdo khoi

Gia sir cac ngdi nha di co cac dau bao khoi nhung khong c¢6 cau ndi dé giri dir liéu tir cam
bién dén trung tim diéu khién nha thong minh. Viéc két ndi cac cam bién nay véi ing dung nha
thong minh cho phép hé thong phat hién khoéi toan dién. Mé rong hon 1a dé thong bao cho cam
bién thang may chin viéc sir dung do tinh trang chay, tham chi cho bat ky cam bién IoT nao c6
thé duoc kich hoat do canh bao khoi duoc phat hién. (C Y. Chang, C.-H. Kuo, J.-C. Chen va
T.-C. Wang, 2015).

8.3. Quin Iy sw cé dé kiém sodt cic thiét bi gia dung

Hay xem xét tinh huéng o1 khéi nha trong khi mot s6 thiét bi van dang hoat dong. Trong
truong hop vang mat da 1au, mét s6 thiét bi co thé qua nong va sip bi xi. Dé tranh nhiing truong
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hop nhu vay két ndi tat cd cac cam bién cua thiét bi IoT voi ung dung gia dinh, dé khi tat ca roi
khoi nha, né s& tu dong diéu chinh tat ca cac cam bién cua thiét bi cho phu hop, dé tranh hu
héng. Luu ¥ rang chi bao nha tréng duoc tao bdi tng dung Nha thong minh, trong khi chi bao
“bat” ctia thiét bi do IoT tao ra. Do d9, kich ban nay co thé xay ra do sy tich hop giita nha thong
minh va cac hé théng IoT. (U. Guin, A. Singh, M. Alam, J. Canedo va A. Skjellum, 2018),
(C. Lachner va S. Dustdar, 2019).

9. Két luin

Nhiéu k¥ thuat IoT da duoc cai dit trong cac ngdi nha thong minh dé cai thién chit luong
cudc song. Dé thiét ké va trién khai mot hé thong kiém soat ngdi nha, bao gdm ba phan: phan
cling, may chii ¢c6 d6 bao mat cao va ung dung web. Phan cing nut IoT duogc thiét ké dé tha
nghiém trong doi thuc va nhan thong tin IoT tir bat ky thiét bi ndo. Mot may chi duoc thiét ké
va trién khai dé kiém soat cac nut IoT trong hé thong. Cudi cing, mét tmg dung st dung moi
lac moi noi trén dién thoai thong minh hodc trinh duyét web thong qua lién két két ndi giao tiép
Wi-Fi d3 duoc xay dung dé diéu khién hé thdng théng minh IoT theo thdi gian thuc. Ung dung
nay cho phép diéu khién chtrc ning ca tu dong va thu cong, diéu nay rat linh hoat cho nguoi
dung. Hé théng IoT tién tién duoc lép dat tai Pai hoc Ton Puc Théng, Viét Nam. Két qua cho
thay nhiing loi ich tiém ning rd rang cho mdt ngdi nha thong minh, bao gdm bao mat manh mé
va chi phi thap. Trén hét, nghién cru nay nhim ching minh tiém ning to 1on ma tat ci cong
nghé ky thuat s6 mang lai cho ngdi nha théng minh.

87



TRUONG DAI HQC NAM CAN THO Tap chi Khoa hoc va Kinh té phat trién s6 13

TAI LIEU THAM KHAO

[1] D. Halabi, S. Hamdan va S. Almajali, (2018). “Tang cuong bao mat trong cac ing dung
nha thong minh dua trén giao thuc IOT-CoAP” truy cdp 10/01/2020,
<https://doi.org/10.1109/dinwc.2018.8357000>

[2] SMS Rana, MA Halim va MH Kabir, (2018). “Thiét ké va trién khai khung cai tién bao
mat cia mang Zigbee dé giam sat thong minh trong nén tang IoT,” truy cip
10/01/2020.<https://doi.org/10.3390/app8112305>.

[3] M. Wazid, AK Das, V. Odelu, N. Kumar va W. Susilo, (2020). “Giao thtrc thiét 1ap khoa
duoc xac thuc cho nguodi dung tir xa an toan cho moi truong nha thong minh,”. truy cép
10/01/2020<https://doi.org/10.1109/tdsc.2017.2764083>.

[4] Q. Lyu, N. Zheng, H. Liu, C. Gao, S. Chen va J. Liu, (2019). “Truy cdp tur xa ngdi nha
thong minh “cua téi”. truy cap 10/01/2020< https://doi.org/10.1109/ACCESS.2019.2907602>,

[5] Funk, M., Chen, L.-L., Yang, S.-W., & Chen, Y.-K. (2018). Giai quyét nhu cdu nam bat
cac kich ban, y dinh va s¢ thich: Lap trinh c6 chu dich tuong tac trong ngdi nha thong
minh, truy cap 10/01/2020.<http://hau.edu.vn/data/data/hau/files/1 %20T0%C3%A0n%
20v%C4%83n%201u%E1%BA%ADn%20%C3%A In(1).pdf >.

[6] Ghajargar, M., Wiberg, M., & Stolterman, E. (2018). Thiét ké hé thong IoT hd tro tu duy
phan xa: Mot cach tiép can quan hé mai, truy cdp 10/01/2020, <https://www.haui.edu.vn/
vn/tin-tuc/nghien-cuu-ung-dung-cong-nghe-internet-of-things-xay-dung-he-thong-nha-kinh-
thong-minh/62564>.

[7] AC Jose va R. Malekian, (2018). “Cai thién an ninh nha thong minh: Tich hop cam bién
logic vao nha théng minh”, 2017, truy cap 10/01/2020, <https://doi.org/10.1109/
1sen.2017.2705045>.

[8] N. Ghosh, S. Chandra, V. Sachidananda va Y. Elovici, (2019). “SoftAuthZ: A Context-
Aware, Behavior Authorization Framework for Home IoT”, truy cdp 10/01/2020,
<https://doi.org/10.1109/JI0T.2019.2941767>.

[9] Jenkins, T. (2015). Thiét ké "moi thi" ciia IoT. Trong Ky yéu cua Hoi nghi Qudc té lan
tha IX vé Tuong tac hitu hinh, duoc nhing va duoc nhung, truy cap 10/01/2020,
<https://vie.small-business-tracker.com/software-development/10/>.

[10] Yang, C. Zhang, Y. Chen, Y. Zhuansun va H. Liu, (2020). “Bao mat va quyén riéng tu cia
hé théng nha thong minh dya trén internet van vat va cac thuat toan két hop am thanh néi”,
truy cap 10/01/2020, <https://doi.org/10.1109/ji0t.2019.2946214>.

[11] Manzini, E., & Vezzoli, C. (2003). Phuong phép thiét ké chién lugc dé phat trién hé thong
dich vu san pham bén viing, truy cap 10/01/2020, <http://www.d4s-de.org/d4svietnam.pdf >.

[12] Pandey, S. (2018). Khung cong nghé tiéu dung thong minh: Tinh trung gian, tinh trong yéu
va chat liéu cho thiét ké truy cap 10/01/2020, <http://www.uet.vnu.edu.vn/~thuyhq/
PPNCKH/DHTM_VNU pdf>.

[13] Roos, G. (2016). Pdi méi dua trén thiét ké dé mang lai thanh cong cho cong ty san xuat
trong moi trudng hoat dong chi phi cao, truy cap 10/01/2020, <http://tapchitaichinh.vn/tai-
chinh-kinh-doanh/quan-tri-chi-phi-chien-luoc-cong-cu-quan-tri-hien-dai-cua-doanh-nghiep-
trong-moi-truong-canh-tranh-329079 . html>.

88


https://doi.org/10.1109/dinwc.2018.8357000
https://doi.org/10.3390/app8112305
https://doi.org/10.1109/tdsc.2017.2764083
https://doi.org/10.1109/ACCESS.2019.2907602
http://hau.edu.vn/data/data/hau/files/1_%20To%C3%A0n%20v%C4%83n%20lu%E1%BA%ADn%20%C3%A1n(1).pdf
http://hau.edu.vn/data/data/hau/files/1_%20To%C3%A0n%20v%C4%83n%20lu%E1%BA%ADn%20%C3%A1n(1).pdf
https://www.haui.edu.vn/vn/tin-tuc/nghien-cuu-ung-dung-cong-nghe-internet-of-things-xay-dung-he-thong-nha-kinh-thong-minh/62564
https://www.haui.edu.vn/vn/tin-tuc/nghien-cuu-ung-dung-cong-nghe-internet-of-things-xay-dung-he-thong-nha-kinh-thong-minh/62564
https://www.haui.edu.vn/vn/tin-tuc/nghien-cuu-ung-dung-cong-nghe-internet-of-things-xay-dung-he-thong-nha-kinh-thong-minh/62564
https://doi.org/10.1109/jsen.2017.2705045
https://doi.org/10.1109/jsen.2017.2705045
https://doi.org/10.1109/JIOT.2019.2941767
https://vie.small-business-tracker.com/software-development/10/
https://doi.org/10.1109/jiot.2019.2946214
http://www.d4s-de.org/d4svietnam.pdf
http://www.uet.vnu.edu.vn/~thuyhq/PPNCKH/DHTM_VNU.pdf
http://www.uet.vnu.edu.vn/~thuyhq/PPNCKH/DHTM_VNU.pdf
http://tapchitaichinh.vn/tai-%e2%80%a8chinh-kinh-doanh/quan-tri-chi-phi-chien-luoc-cong-cu-quan-tri-hien-dai-cua-doanh-nghiep-%e2%80%a8trong-moi%20-truong-canh-tranh-329079.html
http://tapchitaichinh.vn/tai-%e2%80%a8chinh-kinh-doanh/quan-tri-chi-phi-chien-luoc-cong-cu-quan-tri-hien-dai-cua-doanh-nghiep-%e2%80%a8trong-moi%20-truong-canh-tranh-329079.html
http://tapchitaichinh.vn/tai-%e2%80%a8chinh-kinh-doanh/quan-tri-chi-phi-chien-luoc-cong-cu-quan-tri-hien-dai-cua-doanh-nghiep-%e2%80%a8trong-moi%20-truong-canh-tranh-329079.html

TRUONG DAI HQC NAM CAN THO Tap chi Khoa hoc va Kinh té phat trién s6 13

[14]Ryan, A. (2014). Mot khuon khd cho thiét ké hé théng, truy cip 10/01/2020,
<https://iviettech.vn/category/blog/phan-tich-thiet-ke-he-thong >.

[15] Ryan, W., Stolterman, E., Jung, H., Siegel, M., Thompson, T., & Hazlewood, WR (2009).
Trinh 14p ban d sinh thai thiét bi: Mot cong cu dé nghién ciru hé sinh thai cia ngudi dung
cua cac tao tac tuong tac, truy cap 10/01/2020, <https://repository.vnu.edu.vn/bitstream/
VNU 123/20714/1/17 .pdf >.

[16] Sayar, D., & Er, O. (2018). Tién than cua thiét ké hé théng va dich vu IoT thanh cong:
Céc truong hop tir nganh san xuat, truy cap 10/01/2020, <https://aws.amazon.com/vi/iot/
solutions/industrial-iot/>.

[17] Verbeek, P.-P. (2015). Ngoai tuong tac: Gidi thiéu ngan vé ly thuyét dan xép, truy cap
10/01/2020, <https://vi.wikipedia.org/wiki/Erving_Goffman >.

[18] Verbeek, P.-P. (2016). Hudng t6i mét 1y thuyét vé trung gian cong nghé: Mot chuong trinh
nghién ctru hdu chét luong hoc, truy cap 10/01/2020, <https://moet.gov.vn/content/vanban
/Lists/VBDH/Attachments/2729/CT%20h%E1%BB%8Dc%20ph%E1%BA%A 7n%20Ki
nh%20t%E1%BA%BF%20ch%C3%ADnh%20tr%E1%BB%8B%20MLN%20(K).pdf>.

[19] MR Alam , MBI Reaz va MAM Ali (2018). Panh gia vé nhitng ngdi nha thdng minh trong
qua khu, hién tai va tuong lai, truy cap 10/01/2020, <https://www.knxvietnam.vn/post/
ng%C3%B4i-nh%C3%A0-th%C3%B4ng-minh-quan-%6C4%911%E1%BB%83m-ng%C6%
B0%E1%BB%9Di-d%C3%B9ng-v%C3%A0-b%E1%BA%A3n-ch%E1%BA%A5t-k%
E1%BB%B9-thu%E1%BA%ADt>.

[20] Androutsopoulos, J. Koutsias, KV Chandrinos, G. Paliouras va CD Spyropoulos,(2019).
Panh gia kha ning loc chdng thu rac kiéu bayesian ngdy tho, truy cap 10/01/2020,
<https://scholar.google.com/citations?user=88e2QIwAAAAJ&hl=en>.

[21] Apple, (2018). tap chi hoc may cia Apple, truy cap 10/01/2020, <https://machinelearning apple.com/>.

[22] Basst va G. Horn , Internet of things nam (2020). Lo trinh cho tuwong lai, European
Commission: Information Society and Media, truy c¢dp 10/01/2020, <https://www.ted.com/
talks/ari_wallach 3 ways to plan for the very long term/transcript?language=vi>.

[23] KR Sollins, (2019). “Béo mat dit liéu 16n IoT va quyén riéng tu so véi sy déi moi”, truy
cap 10/01/2020, <https://ieeexplore.ieee.org/document/8643026>.

[24] R. Petrolo, V. Loscri va N. Mitton, (2017) “Hudng t6i thanh phd thong minh dua trén nén
tang dam mAay van vat, khao sat vé& tim nhin va mé hinh thanh phd théng minh”, truy cip
10/01/2020, <https://onlinelibrary wiley.com/doi/abs/10.1002/ett.2931>.

[25]1ZB Celik, E. Fernandes, E. Pauley, G. Tan va P. McDaniel, (2019). “Phan tich chuong
trinh cac tng dung IoT hang hoéa cho bao mat va quyén riéng tu”, truy cap 10/01/2020,
<https://dl.acm.org/doi/10.1145/3333501>.

[26] Y. Meng, W. Zhang, H. Zhu va XS Shen, (2018).“Bao mat IoT cia nguoi tiéu dung trong
ngdi nha thong minh: kién trac, thach thirc va bién phap d6i pho”, truy cap 10/01/2020,
<https://doi.org/10.1109/MWC.2017.1800100>.

[27] N. Panwar, S. Sharma, S. Mehrotra, L. Krzywiecki va N. Venkatasubramanian, (2019).
“Khao sat vé nha théng minh vé bao mat va quyén riéng tu”, truy cap 10/01/2020,
<https://arxiv.org/abs/1904.05476 >

89


https://iviettech.vn/category/blog/phan-tich-thiet-ke-he-thong
https://repository.vnu.edu.vn/bitstream/VNU_123/20714/1/17.pdf
https://repository.vnu.edu.vn/bitstream/VNU_123/20714/1/17.pdf
https://aws.amazon.com/vi/iot/solutions/industrial-iot/
https://aws.amazon.com/vi/iot/solutions/industrial-iot/
https://vi.wikipedia.org/wiki/Erving_Goffman
https://moet.gov.vn/content/vanban/Lists/VBDH/Attachments/2729/CT%20h%E1%BB%8Dc%20ph%E1%BA%A7n%20Kinh%20t%E1%BA%BF%20ch%C3%ADnh%20tr%E1%BB%8B%20MLN%20(K).pdf
https://moet.gov.vn/content/vanban/Lists/VBDH/Attachments/2729/CT%20h%E1%BB%8Dc%20ph%E1%BA%A7n%20Kinh%20t%E1%BA%BF%20ch%C3%ADnh%20tr%E1%BB%8B%20MLN%20(K).pdf
https://moet.gov.vn/content/vanban/Lists/VBDH/Attachments/2729/CT%20h%E1%BB%8Dc%20ph%E1%BA%A7n%20Kinh%20t%E1%BA%BF%20ch%C3%ADnh%20tr%E1%BB%8B%20MLN%20(K).pdf
https://www.knxvietnam.vn/post/ng%C3%B4i-nh%C3%A0-th%C3%B4ng-minh-quan-%C4%91i%E1%BB%83m-ng%C6%B0%E1%BB%9Di-d%C3%B9ng-v%C3%A0-b%E1%BA%A3n-ch%E1%BA%A5t-k%E1%BB%B9-thu%E1%BA%ADt
https://www.knxvietnam.vn/post/ng%C3%B4i-nh%C3%A0-th%C3%B4ng-minh-quan-%C4%91i%E1%BB%83m-ng%C6%B0%E1%BB%9Di-d%C3%B9ng-v%C3%A0-b%E1%BA%A3n-ch%E1%BA%A5t-k%E1%BB%B9-thu%E1%BA%ADt
https://www.knxvietnam.vn/post/ng%C3%B4i-nh%C3%A0-th%C3%B4ng-minh-quan-%C4%91i%E1%BB%83m-ng%C6%B0%E1%BB%9Di-d%C3%B9ng-v%C3%A0-b%E1%BA%A3n-ch%E1%BA%A5t-k%E1%BB%B9-thu%E1%BA%ADt
https://www.knxvietnam.vn/post/ng%C3%B4i-nh%C3%A0-th%C3%B4ng-minh-quan-%C4%91i%E1%BB%83m-ng%C6%B0%E1%BB%9Di-d%C3%B9ng-v%C3%A0-b%E1%BA%A3n-ch%E1%BA%A5t-k%E1%BB%B9-thu%E1%BA%ADt
https://scholar.google.com/citations?user=88e2QIwAAAAJ&hl=en
https://machinelearning.apple.com/
https://www.ted.com/talks/ari_wallach_3_ways_to_plan_for_the_very_long_term/transcript?language=vi
https://www.ted.com/talks/ari_wallach_3_ways_to_plan_for_the_very_long_term/transcript?language=vi
https://ieeexplore.ieee.org/document/8643026
https://onlinelibrary.wiley.com/doi/abs/10.1002/ett.2931
https://dl.acm.org/doi/10.1145/3333501
https://doi.org/10.1109/MWC.2017.1800100
https://arxiv.org/abs/1904.05476

TRUONG DAI HQC NAM CAN THO Tap chi Khoa hoc va Kinh té phat trién s6 13

[28] S. Zhihua, (2016). “An ninh va khi ning phuc hdi ctia méi truong nha thong minh”,
co quan lién minh chau Au vé bao mat thong tin va mang, truy cip 10/01/2020,
<https://www .enisa.europa.eu/publications/security-resilience-good-practices™.

[29] P. Rajiv, R. Raj, va M. Chandra, (2016). “Hé thong giam sat va truy cdp tir xa dya trén
email cho co s ha tang nha théng minh”, truy cap 10/01/2020, <https://doi.org/10.1016/
7.pisc.2016.04.104>.

[30] E. Fernandes, J. Jung va A. Prakash, (2016). “Phéan tich cac ing dung nha thong minh méi
noi,”, truy cap 10/01/2020, <https://doi.org/10.1109/SP.2016.44>.

[31] Jacobsson, M. Boldt va B. Carlsson, (2016). “Phan tich rui ro ciia hé théng tu dong hoa
nha thong minh”, truy cap 10/01/2020, <https://doi.org/10.1016/.future.2015.09.003>.

[32] Markantonakis, RN Akram va MG Msgna, (2015). “Thuc thi ing dung an toan va dang tin
cdy trén cac thiét bi nhang”, truy cdp 10/01/2020, <https://doi.org/10.1007/978-3-319-
27179-8 1>,

[33] P. Kumar, A. Gurtov, J. linatti, M. Ylianttila, va M. Sain, (2016). “So dd thiét 1ap khoa
phién nhe va an toan trong méi truong nha thong minh”, truy cép 10/01/2020, <https://doi.org/
10.1109/JSEN.2015.2475298>.

[34] S. Madakam va H. Date, (2016). “Cac co ché bao mat dé két ndi cac thiét bi thong minh trong
internet van vat”, truy cap 10/01/2021 <https://doi.org/10.1007/978-3-319-33124-9 2>,

[35]H. Lee, CR Ahn, N. Choi, T. Kim va H. Lee, (2019). “Anh hudng ciia Méi truong Nha &
dén Hiéu suat cua Hé théng Nhan biét Hoat dong St dung Thong tin Trang thai Kénh Wi-Fi:
M6t Nghién ciru Kham phd”, truy cap 10/01/2020, <https://doi.org/10.3390/s19050983>.

[36] S. Zhihua, 2016 “Thiét ké hé thong nha thong minh dya trén ZigBee” , truy cap 10/01/2020,
<https://doi.org/10.1109/ICRIS.2016.35>.

[37] M. Bassoli, V. Bianchi, va I. De Munari, (2018). “Hé thong nha thong minh IoT Wi-Fi
cam va chay dé giam sat con nguoi”, truy cdp 10/01/2020, <https://doi.org/10.3390/
electronics7090200>.

[38] GV Vivek va MP Sunil, (2015). “Bat dich vu 10T st dung cong WIFI - ZigBee cho hé
théng tu dong hoa gia dinh”, truy cap 10/01/2020, <https://doi.org/10.1109/ ICRCICN.2015.
7434213>,

[39] YAN Wenbo, WANG Quanyu, va GAO Zhenwei, (2015). “Trién khai nha thong minh dua
trén cong nghé Internet va WiF1”, truy cap 10/01/2020, <https://doi.org/10.1109/ chicc.
2015.7261075>.

[40] Bhatt va J. Patoliya, (2016). “S6 hoa thiét bi gia dung hiéu qua vé chi phi dé tu dong hoa
gia dinh voi cac thiét bi WiFi cong suit thap”, truy cap 10/01/2020, <https://doi.org/
10.1109/AEEICB.2016.7538368>.

[41]R. Kodali va SR Soratkal, (2016). “Hé théng tu dong hoa gia dinh dya trén MQTT sir dung
ESP8266”, truy cap 10/01/2020, <https://doi.org/10.1109/r10-htc.2016.7906845>.

[42] Froiz-Miguez, T. Fernandez-Caramés, P. Fraga-Lamas va L. Castedo, (2018). “Thiét ké,
trién khai va danh gia thuc té hé thong tu dong hoa tai nha IoT cho cac tng dung dién toan
swong mu dua trén cac nit cam bién MQTT va ZigBee-WiFi” truy cap 10/01/2020,
<https://doi.org/10.3390/s18082660>

90


https://www.enisa.europa.eu/publications/security-resilience-good-practices
https://doi.org/10.1016/j.pisc.2016.04.104
https://doi.org/10.1016/j.pisc.2016.04.104
https://doi.org/10.1109/SP.2016.44
https://doi.org/10.1016/j.future.2015.09.003
https://doi.org/10.1007/978-3-319-27179-8_1
https://doi.org/10.1007/978-3-319-27179-8_1
https://doi.org/10.1109/JSEN.2015.2475298
https://doi.org/10.1109/JSEN.2015.2475298
https://doi.org/10.1007/978-3-319-33124-9_2
https://doi.org/10.3390/s19050983
https://doi.org/10.1109/ICRIS.2016.35
https://doi.org/10.3390/electronics7090200
https://doi.org/10.3390/electronics7090200
https://doi.org/10.1109/ICRCICN.2015.7434213
https://doi.org/10.1109/ICRCICN.2015.7434213
https://doi.org/10.1109/chicc.2015.7261075
https://doi.org/10.1109/chicc.2015.7261075
https://doi.org/%e2%80%a810.1109/AEEICB.2016.7538368
https://doi.org/%e2%80%a810.1109/AEEICB.2016.7538368
https://doi.org/10.1109/r10-htc.2016.7906845
https://doi.org/10.3390/s18082660

TRUONG DAI HQC NAM CAN THO Tap chi Khoa hoc va Kinh té phat trién s6 13

[43] W.-T. Sung va J.-S. Lin, (2013). “Thiét ké va trién khai hé théng chiéu sang LED thong
minh st dung thuat toan téng hop dit liéu ¢o trong s6 tu thich ung”, truy cap 10/01/2020,
<https://doi.org/10.3390/s131216915>.

[44] C Y. Chang, C.-H. Kuo, J.-C. Chen va T.-C. Wang, (2015). “Thiét ké va trién khai mot
diém truy cap IoT cho ngdi nha thdéng minh”, truy cdp 10/01/2020, <https://doi.org/
10.3390/app5041882>.

[45] Y. Amri va MA Setiawan, (2018). “Thiét ké va cai tién khai niém nha théng minh véi khai
niém internet van vat bang cach st dung RaspberryPi va NodeMCU,” truy cap 10/01/2020,
<https://doi.org/10.1088/1757-899X/325/1/012021>.

[46] U. Guin, A. Singh, M. Alam, J. Canedo va A. Skjellum, (2018). “M&t chuong trinh xac
thuc thiét bi canh gia ré an toan cho internet van vat”, truy cdp 10/01/2020,
<https://doi.org/10.1109/v1sid.2018.42>

[47] S. Pirbhulal, H. Zhang, M. E Alahi va cong su, (2016). “Mét hé théng tu dong hoa nha
thong minh dya trén IoT an toan mdi st dung mang cam bién khong day”, truy cip
10/01/2020, <https://doi.org/10.3390/s17010069>

[48] Pinto vaR. Costa, (2016). “Xac thuc dua trén chudi bam cho thiét bi ToT va dich vu RESTWeb”,
truy cap 10/01/2020, <https://doi.org/10.1007/978-3-319-40114-0 21>

[49] WM Kang, SY Moon, va JH Park, (2017). “Khung bao mat nang cao cho cac thiét bi gia
dung trong ngdi nha thong minh”, truy cap 10/01/2020, <https://doi.org/10.1186/s13673-
017-0087-4>.

[50] C. Lachner va S. Dustdar, (2019). “Panh gi4 hiéu suat cia cac co ché bao vé dit liéu cho
cac thiét bi IoT han ché tai nguyén”, truy cap 10/01/2020, <https://doi.org/10.1109/
1cfc.2019.00015>.

91


https://doi.org/10.3390/s131216915
https://doi.org/10.3390/app5041882
https://doi.org/10.3390/app5041882
https://doi.org/10.1088/1757-899X/325/1/012021
https://doi.org/10.1109/vlsid.2018.42
https://doi.org/10.3390/s17010069
https://doi.org/10.1007/978-3-319-40114-0_21
https://doi.org/10.1186/s13673-017-0087-4
https://doi.org/10.1186/s13673-017-0087-4
https://doi.org/10.1109/icfc.2019.00015
https://doi.org/10.1109/icfc.2019.00015

TRUONG DAI HQC NAM CAN THO Tap chi Khoa hoc va Kinh té phat trién s6 13

92



