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NGHIEN CUU SU PHAT TRIEN CUA CONG NGHE NFC
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Tom tit: Cong nghé NEFC (giao tiép truong gan) la mot cong nghé giao tiép khong ddy
tam ngdn ddy hira hen tao diéu kién cho hang ty nguoi trén thé gici sir dung dién thogi di dong.
Tir nhitng loi ich ma né mang lgi nhw chia sé dir liéu, giao thong, y té cho dén thanh toan dich
vu, NEC ddi tré thanh mot phdn trong xd hoi hién dai ngay nay. Cong nghé NFC tuy xudt hién
twong doi lau nhung van chwa dwoc nghién civu sdu, nhung véi cac loi ich ké day hiva hen ké
trén, dw dodn trong twong lai gédn sé c6 mot lu’ong l6m nghién cuu xoay quanh cong nghé nay.
Bdii viét nay cung cdp mot cdi nhin 16ng quan vé cong nghé NIFC bao gom khdi niém, nguyén
Iy lam viéc, chi tiét truyén tdi, giao thikc va tiéu chudn, thi lru’ong twong lai, cdc tiéu chudn bao
mit va chipset ciia nha cung cdp 6 san cho tiéu chudn néy. Dong thoi bai viét nay sé dong vai
tro la mot hueéng ddn hitu ich cho nhitng nguoi dang quan tam va nghién cieu vé cong nghé NFC.

Tir khéa: NFC, giao tiép truong gdn, RFID, giao tiép khéng ddy tam ngdn

Abstract: NFC technology (Near Field Communication) is a promising short-range
wireless communication technology enabling billions of people around the world to use mobile
phones. It's benefits are data sharing, transportation, and healthcare and service billing. NFC
has become a part of today's modern society. NFC technology has been around for a long time,
but it was not paid attention sufficiently in academic sources. Due to its promising business
applications, a great deal of work will be done in the upcoming future [Vedat Coskun, 2014].
This article provides a detailed overview of the NFC technology including concepts, working
principles, transport details, protocols, standards, future markets, security standards, and
vendor chip-sets available for this standard. Moreover, it will provide a useful guide for those
who are interested in NFC technology. [Sethuraman Rao, 2016]
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1. Gi6i Thiéu

Cong nghé NFC dang tiép can ngay cang nhiéu khia canh cua cudc sdng hang ngay, tur
cac thanh toan khong tiép xtc, sy don gian hoa két ndi voi cac thiét bi Bluetooth va mang Wi-Fi,
cho dén cac ung dung khac c6 thé duoc tim thay trong cac giai phap nha théng minh va Internet
of Things. Tuy nhién, song song véi nhiing loi ich nay, cong nghé NFC con ton tai nhiing lo
ngai vé bao mat cung cac van dé vé quyeén riéng tu dit liéu. Ching ta s& cung tim hiéu vé khai
niém, cach thirc hoat dong, cac riii ro cia tiéu chuan khong day va cac yéu cau bao mat chung
ap dung cho cac ung dung NFC. (Ionos, 2020)
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1.1. Khdi niém

Cong nghé NFC 1a viét tat cia “Near Field Communication” c6 nghia 1a “Giao tiép truong
gan”va nhu tén goi cta nd, nd cho phép giao tiép trong pham vi ngan gitta cac thiét bi twong
thich. Piéu nay yéu cau it nhat mot thiét bi truyén va mot thiét bi khac dé nhan tin hiéu. Mot
loat thiét bi c6 thé sir dung tiéu chuan NFC s& duoc coi 1a chu dong hodc thu dong, tuy thude
vao cach thiét bi hoat dong. (Aravind Chandrasekaran, 2016)

Thiét bi NFC thu dong bao gdm thé va cac thiét bi phat kich thudc nho khac, c6 thé giri
thong tin dén cac thiét bi NFC khac ma khong can sir dung ngudn ning luong. Tuy nhién, chiung
khong thuc su xur 1y bat ky thong tin ndo duoc gui tir cac ngudn khac dén va khong thé két ndi
v6i cac thiét bi thu dong khac. Nhiing thir nay thuong & dang bang hiéu tuong tac trén tudng
hodc quang cao. (Oprfid, 2021)

Céc thiét bi chii dong c6 thé vira giri va nhan dit liéu, vira co thé giao tiép voi nhau ciing
nhu voi cac thiét bi thy dong. Cho dén nay, dién thoai thong minh 1a Gtng dung phd bién nhat
ctia cac thiét bi NFC dang hoat dong, nhung dau doc thé giit xe cong cdng va thiét bi thanh toan
cam ung ciing 1a nhitng vi du dién hinh vé cong nghé nay. (Stac Tech, 2021)

1.2. Nguyén ly hoat dpng

Bay gio chung ta di biét NFC la gi, vy n6 hoat dong nhu thé nao? Ciing giéng nhu
Bluetooth va Wi-Fi, va tt ca cac cach thirc cia tin hiéu khong diy khac, NFC hoat dong
trén nguyén tac gui thong tin qua song vo tuyén. Giao tiép trudng gan 1a mot tiéu chuin
khac cho qua trinh chuyén d6i dit liéu khong day. Diéu nay co nghia 1a cac thiét bi phai tuan
thu cac thong sb k¥ thudt nhat dinh dé giao tiép véi nhau dung cach. Coéng nghé duoc sir
dung trong NFC dua trén y tuéng Nhan dang tan s6 vo tuyén (Radio Frequency
Identification - RFID), sir dung cam tng dién tir dé truyén thong tin, nhung NFC hoat dong
& khoang cach ngin hon, cung cip giao tiép an toan hon va cho phép giao tiép hai chiéu
(ngang hang). (Choose 2 Rent, 2021)

Mot diém danh diu su khac biét 16n nhat gitta NFC va Bluetooth/WiFi d6 la cac thiét bi
NFC thy dong khéng yéu cau ngudn dién riéng cho chung. Thay vao do, chung co thé duoc
cung cép nang lugng boi truong dién tur duoc tao ra bdi mot thiét bi NFC chu dong dang hoat
dong khi n6 nam trong pham vi. That khong may, cong nghé NFC khong thé tao ra du dién
nang dé sac dién thoai théng minh cta ching ta, nhung cong nghé sac khong day QI ciing dua
trén nguyén tac tuong tu. (Girishankar, 2019)

Tan s6 truyén dit liéu qua NEC 1a 13,56 MHz. Chiing ta c6 thé gui dit lidu & téc do 106,
212 hoic 424 kilobit mdi giay. biéu d6 da nhanh cho mét loat cac chuyén dir liéu - tr thong tin
danh ba dén trao ddi hinh anh va cac bai nhac. (Pratik Rupareliya, 2014)
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13,56 Mhz + nang lugng
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Dir liéu

Hinh 1: So d6 nguyén 1y hoat dong cta cong nghé NFC
giira thi€t bi chi dong va bi dong

bé xac dinh loai thong tin nao sé& duoc trao ddi gifta cac thiét bi, tiéu chuan NFC hién co6
ba ché d6 hoat dong riéng biét. C6 18 cach sir dung pho bién nhat trong dién thoai thong minh
1a ché d6 peer-to-peer. Diéu nay cho phép hai thiét bi hd trg NFC trao d6i cac phan thong tin
khac nhau giira nhau. Trong ché do nay, ca hai thiét bi chuyén di giita chu dong khi gui dix
liéu va thy dong khi nhan. (Ayusharma0698, 2018); Ché d6 thu hai 1a ché d6 doc/ghi truyén dir
liéu mot chiéu. Thiét bi dang hoat dong, c6 thé 1a dién thoai thong minh, lién két voi mot thiét
bi khac dé doc thong tin tir thiét bi d6. Thé quang cao NFC sir dung ché do nay. (Ozeki 10,
2021); Phuong thirc hoat dong cudi cung 1a gia 1ap thé. Thiét bi NFC c6 thé hoat dong nhu mét
thé tin dung thong minh thanh toan khéng cham hodc gilt xe cong cdng. Vi thanh todn co thé
duoc thuc hién chi béng mdt lan quet ma khong can bat ky xac thuc nao khac, s6 tién t6i da co
thé duoc giao dich bang cach st dung tinh ning nay duoc gidi han & mic 2000 Rs & An Do
tinh dén thoi diém hién tai. Pi v6i cac giao dich ¢ s6 tién 16n hon, ching ta can sir dung tinh
ndng xac thuc thong thuong. (Gyanoholic, 2019)

1.3. Nhitng thiét bi nao ¢6 NFC

Danh sach cac thiét bi duoc trang bi NFC dang tang 1én mdi ngay. Pé theo dai nhiing
thiét bi nao dang tan dung cong nghé NFC thi NFC World cung cip mét danh sach hau hét cac
dién thoai ho tro NFC duoc cap nhat lién tuc. RAét nhiéu thiét bi Android ¢c6 NFC va moi iPhone
ké tir iPhone 6 ciing déu c6 tinh ning nay.

Moi iPhone ké tir iPhone 6: Trong mot thoi gian dai, Apple dé han ché cdc thiét bi duwoc
trang bi NFC trong viéc mua hang. Tuy nhién, 16 iPhone méi nhdt, bao gom iPhone 11 Pro,
11 Pro Max va 11 ciing hé tro NEC thong qua iimg dung Launch Center Pro. NFC ciing dd
dwoc thém vao iPad ké tir iPad Pro, iPad Air 2 va iPad Mini thé hé thir ba, nhung nhiing thiét
bi nay sé khong hoat dong véi dau doc khong tiép xiic tai cira hang. (Simon Hill, 2020)

Moi thiét chay Android 4.0 trd 1én: Néu thiét bi dang chay Android 4.4 tro lén, co thé sir
dung Google Pay. Néu co thiét bi Samsung, ciing cé thé sir dung Samsung Pay dé thanh toan
NFC. Pién thogi Android chay Android 4.4 tro lén cho dén Android 10.0 ciing co thé sir dung
Android Beam, cho phép trao déi kha nhiéu logi théng tin, bao gom video YouTube, trang web
hocic thong tin lién hé. (Simon Hill, 2020)
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1.4. Bio miit va quyén riéng tw ciia NFC

Gidng nhu tat ca cac hé théng thong tin, cac hé thong dua trén NFC c6 thé bi tan cong,
chung de doa an ninh hé théng va quyén riéng tu ciia ngudi dung. Vi thé can quan tim dén tinh
tin cdy va an toan cia cac dich vu NFC dang quan ly thong tin c4 nhan. Trong cac cudc tan
cong NFC, muc tiéu co thé 1a toan bo hé théng NFC hodc no6 ¢o thé chi 1a thanh phﬁn NFC
(vi du: thé, trinh doc, di dong, phu tro) cua hé théng NFC. (Vedat Coskun, 2014)

Theo nghién ciru cia Madlmayr, cac tai san chinh can duoc bao vé trong cac hé thong
dua trén NFC 1a: Quyén riéng tu ciia nguoi dung duoc thé hién bang dit liéu duoc luu trit trén
may chit NFC chang han nhu tin nhan; Chic nang NFC va kha nang hoat dong cua thiét bi;
Chtic nang ctia bo diéu khién may chi va cac tmg dung trén SE; Thong tin duoc trao doi gitta
céc thiét bi NFC qua lién két RF; Thong tin dugc luu trit trén thé NFC.

Vé tiéu chuan hoa, cho dén nay chi ¢6 bdo mat cia giao thirc NFCIP-1 duoc tiéu chuan
hoéa, trong do tap trung vao viéc trao d6i thong tin gitra hai dién thoai di dong NFC, tuc 1a
mang ngang hang. Cac ung dung st dung ché d6 ngang hang khong yéu cau ung dung cac
co ché mi hoa cu thé cho cac dich vu bao mat duoc cung cép bdi NFC. Trén thuc té, rat can
thiét ¢é thém ma hoa NFC tiéu chuan cho céac dich vu hoat dong trong cac ché do khac nhau.
(Vedat Coskun, 2014)

2. So sanh v6i bluetooth va lgi ich cia cong nghé NFC
2.1. So sanh voi Bluetooth

Vay NFC so véi cac cong nghé khong diy khac nhu thé nao? Co thé nghi rang NFC hoi
khong can thiét vi Bluetooth d& pho bién rong rai hon trong nhiéu nam. Tuy nhién, c6 mot vai
khac biét quan trong vé k¥ thuat giira hai loai cong nghé nay mang lai cho NFC mét s6 loi ich
dang ké trong mot vai truong hop nhat dinh. Trude tién hét 1a NFC yéu ciu tiéu thu dién ning
it hon nhiéu so véi Bluetooth. Diéu nay lam cho NFC hoan hdo cho céc thiét bi thu dong, chéng
han nhu cac thé NFC da dé cap trudc do, vi chung co thé hoat dong ma khong can nguodn dién
doc 1ap. (PlexPage, 2020)

Tuy nhién, viéc tiét kiém dién nay c6 mot s6 nhuoc diém 16n. Dang chu y nhat 1a pham
vi truyén ngan hon nhiéu so véi Bluetooth. Trong khi NFC c6 pham vi khoang 10 cm, chi vai
inch, két ndi Bluetooth co thé truyén dit liéu 1én dén 10 mét hoic hon. Mot nhuoc diém khac 1a
NFC hoti cham hon Bluetooth. No truyén dit liéu vdi tde d6 tbi da chi 424 kbit/s, so voi
2,1 Mbit/s voi Bluetooth 2.1 hodc khodng 1 Mbit/s véi Bluetooth Low Energy (BLE).
(Ofterworldcpa, 2020)

Nhung NFC c¢6 mét loi thé 16n 1a két ndi nhanh hon. Do st dung quy trinh ghép ndi quy
nap va khong co ghép ndi thi cong, nén chi mat chua dén mot phan muoi gidy dé thiét 1ap két
ndi gitra hai thiét bi. Mic du Bluetooth hién dai két ndi kha nhanh, NFC van siéu tién dung cho
mat s6 truong hop nhat dinh, cu thé 1a thanh toan di dong. (Robert Triggs, 2019)
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Samsung Pay, Android Pay va tham chi ca Apple Pay déu st dung cong nghé NFC, mic
du Samsung Pay hoat dong hoi khac so v6i nhiing cai khac. Du Bluetooth hoat dong tot hon
trong viéc két ndi cac thiét bi v6i nhau dé truyén tép, chia sé két ndi véi loa,... nhung tin chic
rang NFC s& ludn c6 chd dung trén thé gidi nay nho thanh toan di dong - mot cong nghé mé
rong nhanh chéng. (Robert Triggs, 2019)

2.2. Mt 56 lgi ich ciia cong nghé NFC

Nhiing ngudi quan tdm dén NFC thuong ty hdi né co thé lam gi cho ho va lam thé nao
n6 ¢o thé giup cude song ciia ho dé dang hon. Ké tir khi cong nghé NFC duoc ra doi thi hang
loat cac tién ich ma n6 mang lai dan xuét hién.

2.2.1. Thanh todn khong tiép xiic

Viéc sir dung cong nghé NFC ndi tiéng nhét 1a dé thanh toan khong tiép xuc. Nguoi dung
¢6 thé vudt dién thoai thong minh cia ho qua dau doc thé dé mua hang ma khong can do tim
thé tin dung va thé ghi no hodc tién mat. Cong nghé nay cho phép nguoi dung nap nhiéu thé va
chon thé nao ho mudn sir dung cho mdi giao dich. Piéu nay khong chi giup tiét kiém thoi gian
ma con giam nguy co mat thé tin dung khi mang theo nhiéu thé. (Elma Jane, 2015)

2.2.2. Trong giao thong vdn tai

Tau dién ngdm va tau hoa yéu cau hanh khach phai mua vé dya trén sé chuyén di ma ho
du dinh di va rat dé bi lac trong viéc xao tron duong di lam budi sang. Mét s6 thanh phé hién
cung cap phién ban NFC hoic FeliCa cta vé tau, phd bién & Nhat Ban. Vubt dién thoai thong
minh khong chi cho phép hanh khach truy cip vao tau dién ngdm ma con theo ddi sé chuyén di
ma anh ta d4 di. Hanh khach co6 thé dén va di nhanh hon nhiéu va dé dang tra thém tién cho cac
chuyén di. (Bapu Shinde, 2018)

2.2.3. Chdam soc suc khoe

Khi nhirng tién bd trong y hoc va cong nghé ngay cang ting, trong tim 1a tao ra cac hé
théng cham séc ste khoe tdt hon. Véi cong nghé NFC, bénh vién co thé theo doi thong tin bénh
nhan va ghi chu cta bac si trong thoi gian thuc tét hon. Mdi 1an y t4 hodc bac si dén tham bénh
nhan, ho c¢6 thé ghi lai su thay ddi trong cac khuyén nghi va ghi lai nhiing loai thude da dugc
st dung. Diéu nay giup ngin chin viéc cAp nham thude cho bénh nhan va tao ra mot hé thong
hop 1y tap trung vao viéc cham soc bénh nhan tét nhat. (Bapu Shinde, 2018)

2.2.4. Mang xd hoi

Mang x3 hoi dang bung n6 va cac thé NFC dang tim cach tham gia vao no. Tu thao tac
vubt dién thoai thong minh dé dang ky tai mot dia diém dén cham dién thoai v&i mot nguoi ban
mai dé trao doi thong tin lién lac, NFC cho phép ngudi dung tuong tac voi nhau va cap nhat vi
tri ciia ho cling nhu cac thong tin khac ma khong can dang nhap hodc cham qua man hinh menu.
(Rashmi Bhardwaj, 2020)
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3. S phat trién ciia cong nghé NFC sau nim 2010

NFEC 1a mdt cong nghé két ndi khong day tam ngan tuong d6i méi, duoc phat trién tir su
két hop cia cac cong nghé két ndi va nhan dang khong tiép xuc hién c6 1a RFID. Bang sang ché
duoc ra doi sém nhat 1a lién quan dén RFID da duoc cap cho Charles Walton vao nam 1983.
Trai qua nhiéu nam nghién clru va phat trién NFC méi thuc su duoc thic déy to nam 2002.
Khoang thoi gian tir ndm 2002 dén 2010, NFC danh dau su ra doi cua chiée dién thoai dau tién
1a Nokia 6131 hd tro NFC vao nim 2006, va cho dén nam 2010 chiéc Android dau tién hd tro
NFC di duoc ra mit.

Ké tir khi chiéc dién thoai Android dau tién hd tro NFC 1a Samsung NEXUS S ra doi thi
cac nha phat trién cling nhu cac hing san xuit dién thoai ddy manh ung dung NFC. Tiéu biéu
l1a Google Wallet - mot ing dung st dung NFC dé thuc hién thanh toan di dong. N6 xuat hién
lan dau tién vao thang 9 nam 2011 tai My trén dién thoai thong minh Nexus S qua mang khong
day Sprint. Samsung Galaxy S III dugc ra mit vao nam 2012 véi NFC va S Beam (duoc xay
dung trén Android Beam) cho chia sé dir li¢u. (Matt Hamblen, 2012)

Samsung ciing ra mat thé NFC TecTile ¢& nho vao ndm 2012 ¢6 thé duoc 1ap trinh va viét
lai boi cac thiét bi NFC. Vi du: mot thé dit gﬁn dau giudong co thé duoc 1ap trinh dé bat ung
dung am nhac cua dién thoai mdi khi dién thoai dén gﬁn. Thé NFC ciling co thé duoc st dung
trong bang quang cao hoic kiosk, giong nhu cach ma QR duoc sir dung dé cung cap thong tin
khi duoc doc bdi dién thoai thong minh hoac thiét bi hd tro khac. (Matt Hamblen, 2012)

Khi Apple iPhone 5 dugc ra mat vao thang 9 nim 2012, nhiéu nguoi mong doi né sé co
NFC nhung khong. Thay vao d6, n6 dua vao ung dung Passbook ciia Apple va ma vach trén
man hinh cta dién thoai dugc doc bang cac thiét bi ddu cudi quét quang hoc trong cac cira hang
va quiy lam thu tuc tai san bay. Starbucks va Dunkin 'Donuts ciing dya vao may quét quang
hoc dé doc ma vach trén man hinh dién thoai thong minh cho nhiing khach hang mudn mua ca
phé va thuc hién cac giao dich mua khac. (Matt Hamblen, 2012)

Hoat dong xung quanh NFC va vi di dong da duoc ting cuong vao thang 8/2012, khi hon
mat chuc nha ban 1é 16n bao gdm Best Buy, Walmart va Target thanh 1ap San giao dich khach
hang ngudi ban (MCX), mot mang thanh toan di dong. MCX van chua cho biét ho dang sty
dung cong nghé thanh toan nao, mic du nhom du kién sé& ¢o tac dong 16n dén tang trudng vi di
dong dua trén quy mo va tdm anh hudng cia cac nha ban 1€ lién quan. Cac lya chon thay thé
khac cho NFC, chang han nhu ma vach va may quét quang hoc duogc st dung voi iPhone, ciing
da xuit hién. (Matt Hamblen, 2012)

Trong s6 cac nha phat trién vi di dong khac & My, lién doanh Isis cia AT&T, Verizon
Wireless va T-Mobile USA d3 khéi dong vao thang 10 nam 2012 tai Thanh phd Salt Lake va
Austin béng cach st dung dién thoai thong minh co hd tro NFC dé mua hang tai cac thiét bi
dau cudi co NFC. (Matt Hamblen, 2012)
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Céc nha phan tich tin rang viéc st dung rong rai thé tin dung va tham chi ca tAm séc gidy
& My dé thuc hién thanh toan da lam giam su quan tAm ciia ngudi tiéu dung ddi v6i NFC trén
dién thoai thong minh. Cac cudc khao sat cling cho thdy mot nhém 16n nguoi My van khong
tin tudng vao tinh bdo mat cua dién thoai thong minh khi duoc s dung dé thanh toan.
(Matt Hamblen, 2012)

Theo Juniper Research va nhiing nha nghién ctru khac dat ty 1€ dién thoai thong minh cé
chip NFC 1a 20% vao nam 2014, sb luong thiét bi dau cudi thanh toan sin sang NFC cé thé
giao tiép vdi dién thoai NFC van chi 1a mét ty 16 nho trong tong sb. Aite Group udc tinh ring
chi 2% thuong gia trén toan ciu co thiét bi dau cudi doc NFC, tham chi con it hon & My, day
1a 1y do c6 thé khién Apple bo qua viéc dua NFC vao iPhone 5.

Nha phan tich Avivah Litan ctia Gartner du doan rang thanh toan qua NFC s& dat ngudng
10% vao nam 2015, so voi quy trinh thanh toan qua SMS duoc ky vong s& chiém 50% khoi
luong thanh toan di dong trén toan cau trong cung nam d6. Litan noi: “Ching t6i van dang dan
dau khi ndéi dén sy d6i méi ctia NFC. S& mat mot thap ky trude khi né tré nén phé bién trén
toan cau”.

Tu sau nam 2015 sy phat trién cua cong nghé NFC khong c6 gi ndi bat, tuy s luong thiét
bi hd tro NFC ngay cang tang va di ung dung vao nhiéu linh vuc cta doi séng, co thé thay, cac
nghién ctru vé cong nghé NFC da di dén diém bao hoa, tuy nhién tiém niang nghién ciru tng
dung NFC van con rat 16n dé tap trung khai thac va phat trién.

4. Két luan

NFC la cong nghé cho phép nguoi dung dit may tinh bang hoic dién thoai thong minh gan
mot thiét bi khac dé chia sé thong tin mét cach truc quan va trong pham vi ngan. NFC tuong thich
voi cac co s& ha tﬁng RFID va c6 mot s6 loi thé chinh so véi cac cdng nghé hién co, nhitng vu
diém nay bao gdm dé str dung va kha nang vira truyén vira luu trit dit liéu. Cong nghé NFC van
con mdt ching duong dai dé phat trién co thé tin rang nd c6 mot tuong lai day hia hen nho tinh
linh hoat, téc dd va kha nang lam cho cudc song ciia chung ta dé dang va thoai mai hon nhiéu.
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